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Foreword

security in an uncertain world. Since the Strategic Defence Review in 1998, and through successive White Papers,

we have been transforming the Royal Navy, Army and Royal Air Force to face the demands of the 21st Century. Our
plans provide for agile, flexible forces that can respond effectively to the varied challenges and opportunities we face now
and in the future.

The country is rightly proud of its Armed Forces, and recognizes the vital contribution they make to ensuring our

That realignment is supported by a substantial equipment programme, reconfiguring our forces to project power round the
world to protect UK interests and strengthen international peace and stability. This has been supported by sustained real
increases in the Defence budget arising from each Spending Review since the Government was elected in 1997.

Our Defence Industrial Strategy takes forward our Defence Industrial Policy, published in 2002, by providing greater
transparency of our future defence requirements and, for the first time, setting out those industrial capabilities we need in
the UK to ensure that we can continue to operate our equipment in the way we choose.

The Defence Industrial Strategy recognises the important contribution that our defence industry makes to delivering
military capability and the clarity provided in the strategy will, we believe, promote a dynamic, sustainable and globally
competitive defence manufacturing sector. The UK market for defence equipment and services is the second largest in the
world, and we recognise that the UK has a broad-based and sophisticated defence industry. The UK offers unique attractions
to business and we continue to benefit from the presence in our market of companies, whoever their shareholders are, who
are prepared to invest and develop their businesses here.

But Government is clear that there are also challenges ahead. The complex, technologically challenging and high-value
systems which we are introducing — and which take many years to design and bring into service — will last for many years. This
places increasing emphasis on an ability to support and upgrade them through life, as well as having implications for the level
of industrial capability and capacity that it is sensible or economic for industry to retain. We recognize that industry will have
to reshape itself, to improve productivity and to adjust to lower production levels once current major equipment projects have
been completed, while at the same time retaining the specialist skills and systems engineering capabilities required to manage
military capability on a through life basis. Just as the roles and structures of the Armed Forces are transforming, so too are
those of the defence industry which has itself to face the future with confidence.

In this Strategy, we consider carefully which industrial capabilities we need to retain in the UK to ensure that we can continue
to operate our equipment in the way we choose to maintain appropriate sovereignty and thereby protect our national security.
The Strategy sets these out, and explains clearly for the first time which industrial capabilities we require to be sustained
onshore, noting that — as now — there are many that we can continue to seek to satisfy through open international competition.
In doing so, it builds upon the Defence Industrial Policy, explains more clearly how procurement decisions are made, and to
assist industry in planning for the future commits the Government to greater transparency of our forward plans, noting that as
in any business, these change over time as spending priorities shift or cost estimates mature.

To implement this strategy will require changes on behalf of both industry and Government. Industry will need to adjust to sustain
the capabilities we need once current production peaks are passed. The Government, too, needs to drive forward improvements

in the way we acquire, support and upgrade our equipment. Together, the defence industry and government have to change their
relationship, working to ensure that our Armed Forces continue to have the equipment they need. Doing this will help ensure

the UK defence industry has a sustainable and bright future. This will require continuous effort on both sides over the coming
years as it will not be easy. However, by starting the process today, while workloads are high, we can avoid facing a crisis in a

few years time. We recognize some companies will find the strategy’s conclusions difficult, but believe that industry, the City, the
government and the country needs the additional clarity we are offering, to help industry reshape itself for the future.

We will look to the National Defence Industries Council to monitor our joint progress, and will review this Strategy every
Spending Review period. In the meantime, and as the basis for the detailed implementation which will follow over the next
few months, we commend this Strategy to you.



John Reid Alan Johnson Des Browne
Defence Secretary Trade and Industry Secretary Chief Secretary to the Treasury
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Lord Drayson Alun Michael
Minister Defence Procurement Minister of State for Industry
and the Regions
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Executive Summary

i The Defence Industrial Strategy (DIS) is structured in three parts: Part
A, providing the strategic context; Part B, reviewing diCerent industrial sectors
and cross-cutting industrial capabilities; and Part C, outlining the implications
for MOD and industry as awhole, and how the DIS will be implemented.

Part A — Strategic Overview

il The global security environment in which the Armed Forces operate
has changed substantially over the past fifteen years. Facing new and complex
challenges, the roles, size and shape of Armed Forces have also changed.

In parallel, the defence industry has evolved; defence companies are now
often transnational, needing to attract and retain investors in international
markets — forcing increased e[Jciency, restructuring and rationalisation.

We are now reaching a crossroads.

il Although we are in the middle of a substantial transformation,
involving a series of major new platforms (including the future aircraft
carriers, Type 45 Destroyers, new medium-weight armoured fighting
vehicles, and the A400M, Typhoon and Joint Combat Aircraft), we expect
these platforms to have very long service lives. This means the future
business for the defence industry in many sectors will be in supporting
and upgrading these platforms, rapidly inserting technology to meet
emerging threats, fulfil new requirements and respond to innovative
opportunities, not immediately moving to design the next generation.

iv. In parallel, industrial rationalisation continues, and
sustaining competition to meet domestic requirements is increasingly
di0cult. In several sectors, following the entry into service of

major projects, there will be substantial overcapacity in production
facilities in the UK defence industry in a few years'time.

V. As we look to non-British sources of supply, whether at the prime or
subsystems level, we need to continue to recognise the extent to which this
may constrain the choices we can make about how we use our Armed Forces
—in other words, how we maintain our sovereignty and national security.

Vi, Companies now have more choice than ever before about which
markets to enter, which secure the best return for shareholders, and where to
base their operations. If we do not make clear which industrial capabilities we
need to have onshore (and this includes those maintained by foreign-owned
defence companies), industry will make independent decisions and indigenous
capability which is required to maintain our national security may disappear.

Vii. Equally, we do not seek to restrict the scope for international
cooperation and competition where this is appropriate, and we cannot
alJord to maintain a complete cradle-to-grave industrial base in all areas.
As industry has told us, greater clarity is therefore needed urgently on
which capabilities must be retained onshore, and which by implication can
be met from a wider market. The DIS does not seek to set out a preferred
route to international restructuring; that is very much industry’s business.
But it does seek to create a clear UK context to inform these decisions.
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Our aimin the DIS

viii. - For these reasons, we need to consider how best the MOD should
seek to engage with the industrial base in order to meet our requirements.
The DIS flows from the wider Defence Industrial Policy (2002), and is ‘driven
by the need to provide the Armed Forces with the equipment which they
require, on time, and at best value for money for the taxpayer. The DIS is thus
one of many contributions to the wider aim of ensuring that the capability
requirements of the Armed Forces can be met, now and in the future.

iX. The DIS will promote a sustainable industrial base, that retains
inthe UK those industrial capabilities needed to ensure national security.
QOur interaction with this industrial base must provide good value to the
taxpayer and good returns to shareholders based on delivery of good
performance, consistent with broader security and economic policy.

X. To deliver this, the DIS:

@ gives astrategic view of defence capability requirements going
forward (including new projects, but also the support and upgrade
of equipment already in service), by sector. Part of the strategic
view is specifying, in order to meet these, which industrial
capabilities we would wish to see retained in the UK for Defence
reasons. We aim to communicate the overall view to industry
as clearly as possible, recognising that plans change as the
strategic or financial environment evolves (and the DIS explains
our current internal planning process, to allow industry to make
informed judgements about how to interpret this information);

@ gives further detail on the principles and processes that
underpin procurement and industrial decisions;

@ where there is a mismatch between the level of activity our
own plans (and export/civil opportunities) would support and
that required to sustain desired industrial capabilities onshore,
investigates how we might with industry address that gap.

The evolving market and the UK business environment

Xi. We recognise that in the UK we have a successful and
sophisticated industrial base with a broad range of capabilities
and which delivers a large proportion of our defence equipment
and services. We welcome overseas investment where this creates
value, employment, technology or intellectual assets in the UK.

Xii We also recognise the attractions of the US market, given its scale
and high levels of investment in research and technology, and that the level of
influence and attractiveness of MOD business varies by sector and by type of
company. But the UK provides a unique environment for the defence industry:

@ agreater proportion of our overall business is available
to industry than in any other major defence nation,
and growing expertise in the combination of systems
engineering skills, agility and supply chain management
required to deliver through-life capability management
gives the UK defence industry a comparative advantage;



@ we have a sophisticated demand for high-value products
which have to stand up to active service, and consequently,
are easier to market to export customers;

@ we have an open market and diversity of suppliers which
encourages innovation, new entrants and inward investment;

@ and profit potential and a trading environment which is open to new
procurement models, including long-term partnering arrangements,
which incentivise industry to drive down costs but allow increased
profits where these are earned by improved performance;

@ inaddition, the Government helps sustain an attractive
overall business environment, including:

@ astable macro-economic and political environment;
@ leadership in science & technology, including

by targeted MOD investment;

low costs;

Strong support industries in finance, business

services, design and marketing;

ahighly skilled and flexible labour force;

a transparent business environment that

encourages fair competition;

@ specific support to the Defence industry, including
the Defence Export Services Organisation.

xiii. — We also recognise that the bedrock of our procurement policy
has to be long-term value for money. Competition is often a useful
mechanism to establish this, but is not always appropriate, and needs to
be used intelligently, alongside other models, considering the nature of the
marketplace. The UK has increasing experience of new approaches which
may apply in dillerent circumstances, and by setting out how we approach
dillerent situations, and the various tools available, we hope in future to
speed the decision-making process significantly, and pick the right tool
from the toolbox first time. We also recognise the need to improve the
earned profit margins available to industry based on good performance if
we are to attract global investment capital into the UK defence industry.

xiv. The priority for the DIS is in ensuring that UK industry can meet the
requirements of the Armed Forces, both now and in the future. Wider

factors, as set out in Chapter A9, will continue to be considered in acquisition
decisions. The key to ensuring that a chosen procurement strategy is most
suited to the circumstances of a particular project is to expose the wider
factors which impinge upon that project at the earliest opportunity, engaging
relevant Government stakeholders from the outset in order to do so.

Identifying and sustaining Key Industrial Capabilities

xiv.  Everynation ideally wants to keep under its control critical defence
technologies, but no country outside the US can alord to have a full cradle
to grave industry in every sector, and our Armed Forces continue to benefit
from the extensive range of foreign-sourced equipment currently in service.
And it is readily recognised that much of the equipment procured from

UK prime contractors contains non UK sourced content. We welcome the
progress made in establishing understandings on security of supply and
the decision to introduce an EU Code of Conduct on Defence Procurement
which aims to create an elective European Defence Equipment Market. We
continue to welcome overseas products, and indeed in many significant
areas rely on overseas supply, with appropriate guarantees (which may
include technology access to ensure we can adapt equipment to meet
national requirements over time) and/or judgement that any increased

risk to maintaining our operational independence is acceptable.

xv.The UK also retains a sizeable, open and broadly-based defence industry
which delivers a large proportion of MOD's needs, and we welcome overseas
investment, especially from companies that create value, employment,

technology or intellectual assets in the UK and thus become part of the UK
defence industry. Within this strategy, we aim to tell industry very clearly
where, to maintain our national security and keep the sovereign ability to
use our Armed Forces in the way we choose, we need particular industrial
capabilities in the UK (which does not preclude them being owned or
established by foreign-owned companies). We have therefore assessed
industrial capabilities against national security priorities, broken down into:

@ strategic assurance (capabilities which are to be retained
onshore as they provide technologies or equipment
important to safeguard the state, e.g. nuclear deterrent);

@ defence capability (where we require particular assurance
of continued and consistent equipment performance);

@ and strategic influence (in military, diplomatic or industrial
terms), as well as recognising potential technology benefits
attached to these which have wider value. But as the DIS
makes clear, even where we wish an industrial capability to be
sustained in the UK for strategic reasons, that does not necessarily
preclude global competition in that sector for some projects.

PART B — Review by Industrial Sector
and Cross-cutting Capabilities

B1. System Engineering

xvi.  Given that the new platforms being brought into service are
likely to remain in our inventory for many years, and are increasingly
complex, it is little use investing in cutting-edge science unless systems
engineering capability and vital long-term knowledge is maintained.
New technologies will have less benefit if the knowledge of how they
might best be exploited and inserted into existing equipment has been
lost. This demands a high level of systems engineering skills, at all levels
of the supply chain (recognising that much of a platform’s capability is
delivered through its subsystems, which will often be the route to upgrading
capability), sustained through the life of the equipment. The significance
of this capability varies by sector, but it is generally very important

for maintaining our control of how we operate our Armed Forces.

B2. Maritime

xvii. — We require versatile maritime expeditionary forces, able to project
power across the globe in support of British interests and delivering elect
onto land at a time and place of our choosing. To sustain this capability:

@ itisahigh priority for the UK to retain the suite of capabilities
required to design complex ships and submarines, from
concept to point of build; and the complementary skills to
manage the build, integration, assurance, test, acceptance,
support and upgrade of maritime platforms through-life;

@ For the foreseeable future the UK will retain all of those capabilities
unigque to submarines and their Nuclear Steam Raising Plant, to
enable their design, development, build, support, operation and
decommissioning. MOD and industry must demonstrate an ability to
drive down and control the costs of nuclear submarine programmes;

@ \We also need to retain the ability to maintain and support the Navy.
@ There are a number of specific key maritime system capabilities

and technologies which we should retain onshore, and the

ability to develop and integrate into platforms complex

maritime combat systems is also a high priority.

Defence Industrial Strategy



xviii.  Inthe past, we have specified that all warship hulls should be built
onshore. However, the national security requirement surrounds the ability to
upgrade rapidly, integrate highly complex and sensitive subsystems, and launch
operations from the UK base. To sustain this requires a minimum ability to build
as well as integrate complex ships in the UK, not least to develop the workforce,
and to adjust first-of-class designs as they develop. At issue is the capacity
required. The Future Aircraft Carrier, Type 45 Destroyer and Astute projects will
keep the UK shipbuilding industry fully employed for some years (and it may not
have the fabrication capacity to absorb the full programme at its peak), but from
around 2016, the steady-state demand will be significantly lower. The business
must be streamlined for greater eClciency and profitability. The clear trend is

for fewer more capable platforms, able to incorporate upgrades as necessary

to respond to new technologies and threats. The ability to do so will depend
upon us working together with industry to address the fundamental issues

of alordability and productivity. The industry, which is currently fragmented,
needs to consolidate and refocus around a core workload which sustains key
capabilities and represents a viable business. Provided our key capabilities are
maintained, not all of them must be exercised onshore for every project, and
the strategic need for onshore execution will be judged on a case by case basis.

XiX. We will immediately start negotiations with the key submarine
companies with the aim of achieving a programme-level partnering agreement
with a single industrial entity for the full life cycle of the submarine flotilla,
addressing key alJordability issues. The aim is to achieve this agreement in time
foraward of the fourth and subsequent Astute Class submarines. For Surface
Ship Design & Build, within the next six months, we aim to have reached a
common understanding of the core load required to sustain the high-end
design, systems engineering and combat systems integration skills that we have
identified as being important. We expect industry to begin restructuring itself
around the emerging analysis to improve its performance, and shall build on the
momentum generated by the industrial arrangements being put together on
the CVF programme to drive restructuring to meet both the CVF peak and the
reduced post-CVF demand. For surface ship support, we will start immediate
negotiations with the industry with the aim of exploring alternative contracting
arrangements and the way ahead for the next upkeep periods, which start

in the autumn of 2006. Key Maritime Equipment industrial capabilities will

be supported by the production of a sustainability strategy by June 2006.

B3. Armoured Fighting Vehicles (AFVs)

XX, The ARV fleet is key to the Land Forces' military electiveness. There
are compelling advantages to retaining a UK industrial AFV capability to
maintain and upgrade the capability of current and future equipment. We
seek to maintain in the UK AFV Systems Engineering, Domain and Design
Knowledge for though life capability management, including the ability to act
as an intelligent customer for the design, development and manufacture of
new AFVs and their integration into networks. We also need the intellectual
ability to design, validate and interpret the results of AFV testing, though
most test and evaluation facilities do not necessarily have to be on-shore.
We also wish the UK defence industry to be able to design, build and
integrate onto the platform AFVs'critical subsystems, including electronic
architecture, sensors and integrated survivability solutions. We also need to
be able to repair and overhaul AFVs onshore, and we need the industry to be
able to respond quickly, including through deployed support on operations.
For future projects, we need industry to deliver the complex system of
systems that will make up the Future Rapid EDects System (FRES) fleet.

XXI. It is questionable whether any single company has the ability or
expertise to provide all elements of the FRES capability cost-eCectively.
The most likely solution will be a team, led by a systems integrator with
the highest levels of systems engineering, skills, resources and capabilities
based in the UK, in which national and international companies cooperate
to deliver the FRES platforms, including the required subsystems.

Defence Industrial Strategy

xxii.  The UK AFV industry has consolidated so that BAE Systems Land
Systems (LS) is the supplier of 95% of our current inventory. We need to
manage this in-service fleet through life whilst still retaining access to best
of market products at subsystem level. Building on discussions already set
in train, we will work hard with the company to give elJect to the long-term
partnering arrangement required to improve the reliability, availability and
ellectiveness through-life of our existing AFV fleets. We intend to establish
ajoint team early in 2006 to establish a business transformation plan
underpinned by a robust milestone and performance regime. We expect to
see a significant evolution of BAE Systems Land Systems both to deliver AFV
availability and upgrades through life, and to bring advanced land systems’
technologies, skills and processes into the UK. If successful in their evolution,
BAE Systems will be well placed for the forthcoming FRES programme.

B4. Fixed wing

xxiii.  Air power continues to oller the ability to transform the
battlespace, utilising its inherent attributes of reach and speed to enable
strategic operational and tactical agility. We are introducing two new,
highly sophisticated manned combat fast jets, Typhoon and the Joint
Combat Aircraft, which are intended to last for more than 30 years.
Current plans do not envisage the UK needing to design and build a future
generation of manned fast jet aircraft beyond these types. However,
precisely because the current fleet and the new types we are introducing
are likely to have such long operational lives, we need to retain the

ability to maintain and upgrade these types for a considerable period.

xxiii.  The focus must shift to through-life support and upgrade and
what is required to sustain this critical capability in the absence of large-
scale manufacture. MOD has been working closely with BAE Systems, as the
UK's only supplier of fast jets, for some time to understand these mutual
challenges, which are likely to impact on the UK industrial footprint, in
particular around BAE Air Systems' four main production sites. We intend
to continue to work together to explore how a long term partnering
arrangement for the through-life availability of a significant proportion
of the fixed-wing fleet might be delivered to sustain these capabilities
and deliver improved value for money. We aim on working during 2006
to develop the solution — which will be challenging given the scale of
the transformation that is required — and to implement it from 2007.

xxiv.  Weand industry share a close alignment of interest in UAV

and UCAV technology. Although at present we have no funded UCAV
programme, targeted investment in UCAV technology demonstrator
programmes would help sustain the very aerospace engineering and design
capabilities we will need to operate and support our future aircraft fleet.
Such investment would also ensure that we can make better informed
decisions which will need to be taken around 2010-2015 on the future
mix of manned and unmanned aircraft. Additionally, UK industry will have
the opportunity to develop a competitive edge in a potentially lucrative
military and civil market. We intend to move forward with a substantial
joint Technology Demonstrator Programme in this area. We hope that
appropriate arrangements will be in place to allow this to proceed in 2006.

xxv.  Ourplans to retain onshore the industrial capabilities required
to ensure elective through-life support to the existing and planned
fast jet fleet —and to invest in developing UCAV technology — will

also provide us with the core industrial skills required to contribute

to any future international manned fast jet programme, should the
requirement for one emerge. This recognises hoth the uncertainty of
our very long term requirements — with the possibility that we shall
want to replace elements of the Typhoon and Joint Strike Fight fleets
with manned aircraft — and that we should avoid continuing to fund
industrial capabilities for which we have no identified requirement.



xxvi.  Critical mission systems, including electro-optical (EO)
sensors, radar, Electronic Support Measures (ESM) and Defensive

Aids Systems (DAS) are also significant areas where we wish to retain
onshore capability and where suppliers must be able to work with the
prime contractor and be rewarded for developing new solutions.

xxvii.  Our need to retain a minimum level of onshore capability does
not necessarily mean that we will need to support all aspects of our aircraft
in the UK. For Typhoon, we will work with our partners to create a better
and more e[Jcient business model for the aircraft’s support and upgrades,
ensuring that we retain onshore our ability to satisfy our sovereign
requirements over its lifetime. Clearly, BAE Systems, and, for the engines
and mission systems respectively, Rolls-Royce, Smiths Aerospace and Selex
Sensors and Airborne Systems will have a significant role to play in this..

xxviii.  For the Joint Strike Fighter, the through-life support of the UK
aircraft will be provided from the Lockheed Martin Global Support System
which is being established on a co-operative basis amongst the nine JSF
partner nations. As part of this performance based arrangement, the

UK also intends to establish sovereign support capabilities which would
provide, in country facilities to maintain, repair and upgrade the UK fleet
and an Integrated Pilot and Maintainer Training Centre. Our aim is that
BAE Systems as a key JSF Industry partner to Lockheed Martin will provide
these support services in the UK under a Team JSF badge. There is no
fundamental defence requirement for a JSF Final Assembly and Check Out
(FACO) facility, although an ongoing joint study between MOD, DTl and
BAE Systems, due to conclude in early 2006, is seeking to assess whether
a UK FACO is necessary to preserve essential engineering skills within

BAE Systems and would be a cost e[lective and aJordable solution.

xXix.  There is no Sovereign requirement to sustain an indigenous
capability in large and training aircraft. We will continue to

need, however, the systems engineering and design skills and
Intellectual Property Rights for the integration of new mission
systems, avionics and defensive aids into these platforms.

B5. Helicopters

xxx.  Helicopters are inherently responsive, adaptable and flexible,
and contribute to a variety of military tasks. They can operate ina
very wide range of combat and environmental conditions, and will
often be an essential part of a balanced expeditionary force.

xxxi.  The helicopter sector has similar characteristics to the

AFV sector —a high concentration of knowledge relating to the
existing fleet, but a healthy international competitive environment.
AgustaWestland's systems engineering capability needs sustainment
to maintain our ability to support and upgrade the current fleet.

xxxii. — Our preferred solution is to invest in the Future Lynx product,
currently undergoing detailed capability and value for money assessment,
to meet our Battlefield Reconnaissance and Surface Combatant Maritime
Helicopter requirements and sustain the necessary Design Authority
capability at the company in the short to medium-term. We intend to
promote a more open, predictable but demanding partnered relationship
with the company, to provide better value for money and reduce their
reliance on our investment to sustain the design engineering skill-base,
and accordingly intend to finalise a Strategic Partnering Agreement

with AgustaWestland by Spring 2006. We will continue to look to

the vibrant and competitive global marketplace to satisfy our future
helicopter requirements (including for support). We also wish to keep
dilerent levels of capability onshore in rotorblades, mission systems,
survivability, vibration management and electronic architecture.

B6. General munitions

xxxiii.  Recent operations have clearly demonstrated that despite the
increases in technology, modern warfare, particularly on the ground,
requires highly trained and motivated service personnel to engage in
combat at a very personal level. It is in such engagements that quality
general munitions are essential to provide the volumes of fire and the 24
hour, all weather capability required to suppress, neutralise and demoralise
enemy forces. It is essential that we retain onshore the Design Authority
(DA) role and its underpinning capability for munitions manufactured.

We also require the ability to develop munitions for specific purposes to
match our doctrine, and maintain an intelligent customer capability for
non-UK designed munitions. A robust through-life management capability
onshore is vital. It is also essential that we retain a proof and surveillance
capability onshore for UK designed munitions as well as at least a minimum
munitions disposals capability. We should also retain onshore the UK's
insensitive munitions and related energetic materials capability, which

are world-class. But we do not consider it necessary to retain all aspects of
bulk explosives manufacture in UK and would be prepared to source small
arms ammunition olshore if security of supply could be guaranteed; it is
presently questionable given potential undercapacity in global supply.

xxxiv.  In this sector, BAE Systems has the majority of the existing business,
but there remain niche capabilities abroad and elsewhere in the UK which
may meet future needs. We have therefore adopted a partnership with

BAE Systems and are considering ways in which we can rationalise the
through-life management of munitions, without ruling out the prospect

of global competition for future projects at this stage. We also have
partnering agreements with other suppliers (Rheinmettall and Wallop
Defence Systems) in niche areas. We will reach further conclusions on how
best to sustain our required access to general munitions in summer 2006.

B7. Complex weapons

xxxv.  Complex Weapons provide our Armed Forces with battle winning
precision elects. The UK is making a significant investment in the upgrade
and development of complex weapons, which peaks at just over £1BN next
year and will reduce by some 40% over the next five years following the
delivery of Storm Shadow and Brimstone. There is, apart from the Meteor
programme, little significant planned design and development work beyond
the next two years. This will present a substantial challenge to the industry.

xxxvi.  There are some types of complex weapon that we have bought
from overseas in the past, and we would be prepared to source future
torpedoes from abroad provided we retain the capability to support

the current inventory, write tactical software, and design and integrate
homing heads. However, we would wish to maintain the ability to design,
develop, assemble, support and upgrade other complex weapons, which
is a complex task requiring a number of critical and sensitive underpinning
capabilities. We also see the potential of Directed Energy Weapons.

xxxvii.  The fragility of the wider UK industrial base is such that open
international competition could put the sustainment of key industrial
capabilities at risk. We intend to work with all elements of the onshore
industry over the next six to twelve months to establish whether —and if so
how — we can achieve a sustainable industry that meets our requirements in
avalue for money fashion. There is potential for industrial rationalisation and
consolidation and we will need to work with other European governments to
identify whether a coordinated approach to sustain a viable industrial base

is possible. But this will not be to the exclusion of US-owned companies,

in particular those who have established a firm foothold in the UK.

Defence Industrial Strategy
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B8. Command, Control, Communication and
Computers, Intelligence, Surveillance, Target
Acquisition and Reconnaissance (C4ISTAR)

xxxviii. - Thisis a very significant area where we assume sustained
expenditure. It will be the C4ISTAR related capabilities that will help
underpin the overarching Network Enabled Capability essential to
the continued transformation of our capability, by providing the
technology to deliver agile, networked and informed Armed Forces.

xxxix.  Much of the innovation is driven by the civil sector and
we are in general a relatively minor customer in a market where
the pace of technological change creates its own set of unique
pressures. To maintain national security, we need to maintain

in the UK specific industrial capabilities, including:

@ High grade cryptography and associated
information assurance capabilities;

@ Acontinued ability to understand, integrate,
assure and modify mission critical systems.

as well as intelligent customer status and a research and development
base supported by a manufacturing capability in specific areas.

xxxx.  There are anumber of healthy companies with the requisite
skills in the UK, and given civil opportunities in this sector and a large
number of planned projects, competition by project seems sustainable
for the foreseeable future. However, maintaining a cryptographic
capability currently requires a specific strategy to sustain an end-to-end
design, development and manufacturing capability. We are working
with other government departments to generate better coherence across
Government, and increase industry’s visibility of the total opportunities.

B9. Chemical, Biological, Radiological,
and Nuclear Force Protection

xoxi. We are committed to maintaining the UK’ political and
military freedom of action despite the presence, threat or use of CBRN
weapons, and this is an area in which significant increases in investment
are currently planned. We need the UK industrial base, which is a world
leader in this field, to deliver intelligent supplier capabilities, systems
engineering, specific technology research, as well as the supply of certain
raw materials and the manufacture of medical countermeasures.

xxxxii. ~ CBRN protection requirements have for some time been met
through a healthy competitive industrial market place. We will explore
however the potential costs and benefits of partnering, however,
particularly with the four main industrial players in the UK (Smiths
Detection, General Dynamics UK, Serco Assurance and EDS), to see
whether other acquisition models could allow us to achieve rapid

and innovative acquisition and achieve better value for money.

B.10 Counter terrorism (CT)

xxxxiii. -~ Given the nature of the international terrorist threat, capabilities

previously needed in specialist areas and in Northern Ireland are increasingly

becoming required across the Armed Forces. This reinforces the importance
of the counter-terrorism sector, and provides greater opportunities for
both industry and MOD to become more cost-elective in the CT field.

xxxxiv.  Although there are aspects of the technology base within the
development, manufacture and sustainment of a CT system that need to

Defence Industrial Strategy

be retained within UK industry, it is primarily within the areas of systems
engineering (including design and development), testing and evaluation,
and system packaging that the MOD needs to be able to maintain critical
elements of its CT capability onshore. We believe there is no urgent
remedial action required to sustain these industrial capabilities.

B.11 Technology priorities to
enable defence capability

xXxxv.  To support the industrial capabilities identified across the sectoral
analysis there are a number of areas in which the UK must sustain existing
technological strengths or where we should, resources permitting, consider

developing our expertise. There are other technologies showing promise across

arange of defence applications that may have either a large impact on specific
defence capabilities or a more widespread impact across many aspects of
defence. These are provisionally identified in the DIS, but we recognise we will
need further work in 2006 to inform our research and technology priorities.

B.12 Test & evaluation (T&E)

xxxxvi.  T&E s vital to the development, introduction into service

and through-life support of the equipment used by our Armed Forces.

It contributes to a variety of activities which reduce risk to our Armed
Forces. We use a mixture of in-house, Government Owned Contractor
Operated (GoCo) and commercial T&E facilities in the UK to support

the acquisition and sustainment of military capability. The majority of

MOD T&E sites operated on our behalf by QinetiQ under the Long Term
Partnering Agreement (LTPA). All these capabilities are kept under constant
review to ensure that they continue to meet our T&E requirements and

to identify potential rationalisation or eClciency opportunities.

xxxxvii. Insome cases a UK based T&E capability is essential for,
amongst other things, certain quality assurance, safety or operational
security needs and sovereignty of access. In other cases the important
element is to retain the ability to direct, understand, analyse and verify
T&E results rather than actually conduct testing on-shore, subject to
certain safeguards including security of supply. We will work with
industry to identify where such distinctions can be safely made. Our
current strategic intent in the medium term is to retain T&E capability
within the UK, but to look for overseas cooperation where appropriate.
Work in the European Defence Agency may lead, in due course, to a
longer-term strategy to consolidate T&E capabilities across Europe.

PART C: Implementing the
Defence Industrial Strategy

xxxxviii. The DIS also presents real and fundamental challenges to the
Ministry of Defence. The strategy will not deliver unless the whole of the
defence acquisition community, including industry, are able to make the
necessary shifts in behaviours, organisations and business processes.

il. The basic principles of Smart Acquisition still hold true and are
astrong foundation from which to take forward the DIS. But our future
approach to acquisition must be built around achieving primacy of
through life considerations; coherence of defence spend across research
and development, procurement and support; and successful management
of acquisition at the departmental level. Our detailed implementation
plan has specific initiatives to address the objectives of achieving:

@ primacy of through-life considerations;
@ coherence of defence spread accross research,
development, procurement and support;
@ sucessful management of acquisition at the Departmental level.



The measures identified under these headings are necessary

to improve our acquisition performance. But they may not be suClcient.
We will appoint a senior olcial to review our current acquisition
construct and recommend changes across the MOD's business with
final recommendations by May 2006 for early implementation.

We will be looking for parallel commitment

from industry in the following areas:

@ planning more eJectively and jointly for the long term,

embracing the vision of through-life capability management
to meet our requirements cost-eCectively;

investing in growing and maintaining a high-quality
systems engineering capability within the UK;

promoting greater interaction and collaboration between
MOD, prime contractors, SMEs and the universities to stimulate
innovation in science, technology and engineering;

encouraging trust, openness, transparency and
communication with MOD at all levels;

embracing open systems architecture principles and incremental
acquisition approaches throughout the supply chain;

working jointly to foster better understanding of each others’
objectives and business processes, including a greater commitment

to joint education, stall development and interchange opportunities.

We will keep the progress of this work, and the extent to which

real change is being demonstrated on the ground, under review within
the MOD, through the Acquisition Policy Board reporting to the Minister
for Defence Procurement. We will want formally to review progress with
the National Defence Industries Council regularly. We will also review this
Strategy as a whole once every Comprehensive Spending Review period.

Defence Industrial Strategy

11



12  Defence Industrial Strategy



Strategic Overview

Introduction
Military strategic overview
. The Defence market

SeCt 10N The UK business environment
Defence research technology and innovation
Defence exports and co-operative programmes
Choosing the right approach
Transparency
Wider factors

Strategic Overview




Previous page picture contributors: BAE Systems, Eurofighter, Gardner Aerospace, Rolls-Royce plc




Introduction

ALl  The global security environment and the policy context in which
the Armed Forces operate has undergone substantial changes over the
past fifteen years. No longer do we face an imminent and existential
threat from a hostile superpower; but in its place have developed new

and more complex challenges. The 1998 ‘Strategic Defence Review’ (SDR)
recognised the significance of this strategic shift and established a clear
policy requirement for flexible, expeditionary Armed Forces able to
undertake a wide range of tasks at distance from the UK. Since then we
have continued to review our implementation of this broad policy direction,
responding to rapid evolution of the strategic environment. This is evident
in the series of further policy papers including the 2002 ‘SDR New Chapter;,
the 2003 ‘Delivering Security in a Changing World'White Paper and the
2004 ‘Future Capabilities' Command Paper. These have driven continuous
change in the roles, doctrine, size and shape of our Armed Forces.

. 1 i. -“ F, g -
Asniper with Support Company, 1st Battalion, The Irish Guards,
covers Royal Engineers extinguishing an oil well fire, near Basra.

AL2  Inparallel, the defence industry has evolved. The defence sector has
not been immune to the forces of globalisation and inter-dependence that
have characterised the wider world economy over the past thirty years. Far
from it: defence companies are now transnational, with the need to attract and
retain investors - forcing increased e[Jciency, restructuring and rationalisation
and an increased focus on which markets secure best returns to shareholders.

AL3  Nowhere is this more true than in the UK, which has for the past
fifteen years operated one of the most open defence markets in the world.
Exposing UK defence suppliers to the rigours of competitive pressure has
reaped huge dividends: for the Armed Forces, in ensuring that they have
access to the best military hardware on oler; to the tax payer, in reducing
substantially the costs of meeting these requirements; and to UK industry
itself, which having been incentivised to increase productivity in the
domestic market has been so successful in winning business abroad.

Al.4  We have now reached a crossroads. We are seeing a shift away
from platform orientated programmes towards a capability-based
approach, with corresponding implications for the demand required

of the traditional defence industrial base. Although we are in the

middle of a substantial transformation, involving a series of major new
platforms (including the future Aircraft Carriers, Type 45 Destroyers, new
medium-weight armoured fighting vehicles, and the A400M, Typhoon
and Joint Strike Fighter) we expect these platforms to have very long
service lives. This means the future business for the defence industry

in many sectors will be in supporting and upgrading these platforms,
rapidly inserting new technology to meet emerging threats, fulfil new
requirements and respond to innovative opportunities, not immediately
moving to design the next generation. In parallel, the extent of industrial
rationalisation means that sustaining competition to meet domestic
requirements is increasingly diCJcult. In several sectors, following the
entry into service of major projects, there will be substantial overcapacity
in production facilities in the UK defence industry in a few years'time.

ALS5  Andaswe look to non-UK sources of supply, whether at the prime or
sub-systems level, we need to continue to recognise the extent to which this
constrains the choices we can make about how we use our Armed Forces - in
other words, how we maintain our sovereignty and national security. We need
to be clear that the international nature of the defence business is such that
companies now have more choice than ever before about the markets in which
they choose to operate, which secure the best returns for shareholders, and
where to base their operations. And we need to be clear about how the nature
of global capital markets shapes these commercial judgements. If we do not
make clear which industrial capabilities we need to have onshore (and this
includes those maintained by foreign-owned defence companies), industry
may make independent decisions which would lead to the disappearance

of indigenous capabilities required to maintain our national security.

AL6  Equally, we do not seek to restrict the scope for international
cooperation and competition where this is appropriate, and we
cannot alord to maintain a complete cradle-to-grave industrial

base in all areas. As industry has told us, greater clarity is therefore
needed urgently on which capabilities must be retained onshore,

and which by implication can be met from a wider market.
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AL7  These factors necessitate a fresh consideration of how best
we should seek to engage with the marketplace in order to meet our
requirements; and drive the need for a Defence Industrial Strategy (DIS).

The aim of the Defence Industrial Strategy

AL8  TheDIS flows from the Defence Industrial Policy (DIP)
published in 2002. Like that policy, it is ‘driven by the need to provide
the Armed Forces with the equipment which they require, on time,
and at best value for money for the taxpayer. The DIS is thus one of
many contributions to the wider aim of ensuring that the capability
requirements of the Armed Forces can be met, now and in the future.

AL9  TheDISis thus one of many contributions to the
wider aim of ensuring that the capability requirements of
the Armed Forces can be met, now and in the future.

AL.10  The contribution that a DIS can oler towards that overriding aim
is in promoting a sustainable industrial base, that retains in the UK those
industrial capabilities (including infrastructure, skills, tacit knowledge,
Intellectual Property (IP) and capacity) needed to ensure appropriate
sovereignty and/or contribute to co-operation with allies, to ensure our
national security, but allows us to benefit from products on the broader
international market where appropriate, to maximise our Armed Forces’
cost-electiveness. Our interaction with this industrial base must provide good
value to the taxpayer and good returns to shareholders based on delivery of
good performance, and be consistent with broader security and economic
policy. This explicitly includes the need to continue to make the UK a great
place to establish, grow and invest in high-technology defence businesses.

AL11l  Thisrecognises that while the industrial base from which we
procure is global, sourcing from the UK in certain areas will be essential for
our long-term interests. The UK industrial base needs to be sustainable,
which means taking a long-term perspective, considering all the levers
available to government, and taking into account the impact of diCerent
procurement choices on specific sectors or industry as a whole. We recognise
the need to generate fair returns in business. Consistency with broader
security and economic policy in the contribution includes issues like:

@ theimportance of preventing WMD related, and
undesirable conventional, proliferation;

@ consistency with the Government’s spending plans, and a
recognition that priorities may change in the future;

@ consistency with other government initiatives and strategies, such
as the Government's Manufacturing Strategy and our Technology
Strategy, which also alect parts of the UK defence industry?.

A1.12  This acknowledges the over-capacity that exists - when viewed
against our likely future requirements - in several sectors of the industrial
base; and recognises the likelihood that some further rationalisation is
inevitable (and in some cases is already being actively considered by certain
companies). As such, it provides a mechanism for shaping and managing
that process to the benefit of both the customer and its suppliers.

1The DIP states that the UK defence industry ‘embraces all defence
suppliers that create value, employment, technology or intellectual
assets in the UK. This includes both UK and foreign-owned companies.
‘The UK defence industry should therefore be defined in terms of where the
technology is created, where the skills and the intellectual property reside,
where jobs are created and sustained, and where the investment is made.

Defence Industrial Strategy

Objectives
A1.13  Todeliver this aim, the DIS:

@ gives a strategic view of defence capability requirements going
forward (including new projects, but also the support and
upgrade of equipment already in-service), by sector?. Part of
the strategic view is specifying, in order to meet these, which
industrial capabilities we would wish to see retained in the
UK for defence reasons. We aim to communicate the overall
view to industry as clearly as possible, recognising that plans
change as the strategic or financial environment changes;

@ gives further detail on the principles and processes that
underpin procurement and industrial decisions;

@ where there is a mismatch between the level of activity our own
plans (and export/civil opportunities) would support and that
required to sustain desired capabilities, investigates how we might
with industry address that gap, within the bounds of aJordability.

AL14  Asaresult, industry will be better able to make informed
investment decisions, and industry and Government can focus on
improving delivery and productivity. Industry should note that if an
industrial capability is not specified as a strategic priority for retention
inthe UK, this does not necessarily mean UK companies cannot win
business in those areas; we may still have important projects there.

The scope of the DIS

AL15  Webegan work last year to construct a framework or matrix of
key technologies which, for reasons of national security, broader defence
interest or wider economic benefits, we might wish to retain in the UK,

so that these could be explicitly taken into account in future procurement
decisions. But we now intend to move beyond saying what we care about,
to how this may be fostered and maintained, not least because it is clear
that several branches of industry are considering making substantial and
time-sensitive independent restructuring decisions in the near future.

A1.16  Given these drivers for early clarity, we needed to
act quickly. There are three levels to this strategy:

@ promoting an overall business environment which is
attractive to defence companies and investors;

@ identifying key industrial capabilities which are important
to Defence to retain in the UK industrial base to maintain
appropriate sovereignty (see further below), with
sustainment strategies where these seem at risk;

@ explaining how, in decisions on individual projects, we
take into account industrial and other factors.

2 Although we are increasingly thinking and structuring ourselves in capability
or technology terms we recognise that industry is structured by sector or product,
and thus we have to articulate our needs in this way within this document.

$i.¢., focus on military equipment and operational services (such as the
Strategic Sealift Service and the Future Strategic Tanker Aircraft) rather than
indirect support services (such as regional prime contracting, non-operational
Information Technology, facilities management) which also fall within our
definition of the UK defence industry (‘Economic activity that is supported

by UK MOD spending and exports of defence goods and services').



AL17  Forthe second of these, developing a strategic view has meant focusing
on key sectors which have direct impact on key defence outputs® and where a)
we anticipate potential restructuring in any case; and/or b) which are strategic
priorities for our future capabilities. In each area, we have only drilled-down

to the extent necessary. In Part B, therefore, we have covered the following
sectors, in all cases for support and upgrade as well as initial acquisition:

increased assurances of security of supply, but there are critical areas where not
maintaining assured access to onshore industrial capabilities would compromise
this operational independence and hence our national security. The extent to
which we feel comfortable sourcing defence equipment from overseas is also a
function, amongst other things, of our ability to negotiate with other nations
arrangements to share the technologies required to support such capabilities
through-life and adjust them to our national requirements as necessary. Such

@ Submarines and surface ships national security considerations are also relevant where we need to retain

@ Armoured Fighting Vehicles sovereignty due to the extreme security sensitivity of the technology concerned

@ Fixed wing aircraft, including UAVs or for legal reasons; where specific UK capabilities give us important strategic

@ Helicopters influence, in military, diplomatic or industrial terms; and in some cases, where

@ General munitions retention is necessary to maintain realistic global competition - in other words, -

@ Complex weapons where we are not prepared to risk dependency on an overseas monopoly which o

@ CAISTAR could in time frustrate our ability to maintain our freedom of military action. o

@ CBRN Force Protection =

@ Counter Terrorism AL22  Atthe same time, we must be prepared to exploit the opportunities g
engendered by co-operative arrangements with others, where it makes =

A1.18 Inaddition, there are three separate chapters on the
very important cross-cutting issues of Technology Priorities,
Systems Engineering and Test & Evaluation (T&E).

operational and economic sense to do so; recognise that increasing mutual
dependence on supply from other states is in many cases not only happening
but desirable; and continue to encourage inward investment from overseas.

We articulate in this strategy some of the policy tools available to maintain the
‘national’ status of diCerent technologies, recognising that the legal and policy
frameworks for defence markets in Europe and the United States are evolving.
We of course also recognise the broader attractions of the UK for business,
including macro economic stability and the support available to UK industry and
science and technology from other government departments and agencies.

Through-life capability management

A1.23  Thereisageneral shift in defence acquisition away from the
traditional pattern of designing and manufacturing successive generations
of platforms - leaps of capability with major new procurements or very
significant upgrade packages - towards a new paradigm centred on support,
sustainability and the incremental enhancement of existing capabilities

from technology insertions. The emphasis will increasingly be on through-
life capability management, developing open architectures that facilitate
this and maintaining - and possibly enhancing - the systems engineering
competencies that underpin it. The attractions for industry should, in general,
include longer, more assured revenue streams based on long-term support and
ongoing development rather than a series of big ‘must win’ procurements.

A1.19  Taking forward this strategy is likely to mean internal change
within Government and MOD too; this is covered with Part C, on change and
implementation. But we precede these sections with a Strategic Context
inPart A, which includes the military context which drives our equipment
needs; analysis of the changing shape of the global and UK defence
marketplace; an overview of the features which make the UK attractive to
Defence companies, researchers and investors; and explains how we take
industrial and other wider factors like export potential into account, including
in deciding between competitive and other procurement strategies.

Maintaining key and rapid industrial
capabilities and skills

AL24  Inthose areas where reduced UK and export market opportunities
cannot any longer provide a sustainable production profile, the DIS needs to
address the challenge of maintaining key industrial capabilities. Often, this
may be about sustaining and developing small pools of expertise or knowledge
(including tacit knowledge) within or across the supply chain rather than
focused on particular facilities or existing technologies. We need to identify
these as far as possible, and develop appropriate options to maintain them.

Guiding principles

AL20  Against this background, and in order to set the framework
for the DIS, six guiding principles have been developed.

Appropriate sovereignty
AL21  Wemust maintain the appropriate degree of sovereignty over

industrial skills, capacities, capabilities and technology to ensure operational
independence against the range of operations that we wish to be able to

Intelligent customers-intelligent suppliers:
the importance of systems engineering

conduct. This is not ‘procurement independence; or total reliance on national
supply of all elements, and will diCler across technologies and projects. It
covers not only being assured of delivery of ongoing contracts, but also the
ability to respond to Urgent Operational Requirements (UORs) (taking into
account other customers' likely demands at the same time), where systems
engineering skills amongst others may be important, and to support in-
service equipment. In many, even high priority areas, we can, and do, rely
on overseas sources, and have made progress in recent years in developing

AL25  Notwithstanding that some key knowledge potentially rests in very
small teams, in many (though not all) sectors, the ability to understand and
sometimes manage the complexities, challenges and costs associated with
overall management of design, manufacture and upgrade remains a general
requirement. This isimportant at a number of diCerent points in the acquisition

cycle: we need to preserve the capacity for sensible industry-MOD conversations
when a capability is in concept phase and a number of potential technologies to

deliver it are being considered; systems engineering at various levels is critical
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for the successful acquisition of complex projects and programmes; and in-life
upgrades, including UOR, often require deep systems engineering skills and
knowledge, often relating to systems brought into service many years before. But
the depth of design for producability and systems engineering capability, and the
concentration of eort needed in the UK supply base will vary throughout the
CADMID* cycle and from sector to sector, and needs to be considered accordingly.

Value for Defence

AL126  Driving long-term best value for money lies at the heart of our Defence
acquisition policy. But despite the opportunities to exploit the internationalization
of the defence supply chain to generate cost savings and other advantages, we
recognise the benefits that flow from the existence of a healthy, competitive

and dynamic national industry (whether in terms of the amortisation of
overheads associated with export sales or the risks of being subject to monopoly
power should we have to look exclusively overseas for some requirements).
Asthe DIP made clear, where defence procurement decisions impact on wider
Government, this will be considered and the DIS will include understanding of
the role of Government and industry, in setting a framework which maximises
value and contributes to the national Science and Technology base.

Change on both sides

AL27  Industry s likely to change as a result of taking the DIS' conclusions
into account. We, along with the wider Government, will need to change
too. As well as considering structural and cultural changes, we have set

out more clearly our future plans. We have also explained how we can
identify situations where, unusually, competition at a particular point or
level is not the best solution to drive innovation, encourage investment

and produce a fair price; and indicate how, in those situations, value for
money is scrutinized, incentivised and protected. We have also set out

the improvement in performance we expect from the supply side.

National Defence Industries Council (NDIC).

“Concept, Assessment, Demonstration, Manufacture, In-Service, Disposal
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Military strategic overview

Delivering security in a changing world

A21  TheDecember 2003 Defence White Paper ‘Delivering security in
achanging world’set out the Government's analysis of the future security
environment, the implications for defence, our strategic priorities and how

we intend to adapt our planning and force structures to meet the most likely
threats and challenges. The White Paper explained the need to adapt to the more
pronounced threats presented by international terrorism, the proliferation of
Weapons of Mass Destruction (WMD) and the challenges posed to the international
community by weak and failing states. It also explained how Defence should
exploit the opportunities presented by elects-based planning and operations
together with highly networked and adaptable forces across all three Services.

Chinook helicopters delivering aid after the
devastating earthquake in Pakistan.

A2.2  TheWhite Paper formed the policy baseline for the ‘Future
Capabilities' Command Paper of July 2004, which set out the force structure
and capability changes required to respond to these changes in the security
environment. ‘Future Capabilities' indicated our intention to continue the
process of modernising Defence, investing our resources in the capabilities and
structures which provide flexible and adaptable high quality Armed Forces,
properly equipped to deal with the challenges and threats of the future.

A2.3  The documents set out a revised set of assumptions and
implications to underpin future Defence planning. These include:

@ the need to defend the UK, protect our interests overseas, counter
the threats from the proliferation of WMD and international
terrorism, and deal with the consequences of weak and failing
states requires a clear focus on projecting force, further afield and

even more quickly than has previously been the case. This places
apremium on the deployability and sustainability of our forces;

@ thatwe should plan to be able to operate in six core regions:
the Near East, the Gulf, sub-Saharan Africa, and South Asia,
and in and around Europe. However, counter-terrorism and
counter proliferation operations in particular will require
rapidly deployable forces able to respond swiftly and achieve
precise elJects in a range of environments across the world;

@ that the force structure should be rebalanced and optimised to meet the
demands of up to three concurrent small and medium scale operations;

@ thatwe should retain the flexibility to reconfigure for less frequent, but
more complex and demanding, large scale operations, while concurrently
conducting a small-scale peace support operation. For large scale
operations we will not need to generate the full spectrum of military
capabilities as the most demanding operations could only conceivably
be undertaken alongside the US, either as a NATO operation or US-led
coalition. Where the UK chooses to be engaged, we will wish to be able
to influence political and military decision-making throughout the crisis,
including during the post-conflict period. To exploit this eCectively, our
Armed Forces need to be interoperable with US command and control
structures, match the US operational tempo and provide those capabilities
that deliver the greatest impact when operating alongside the US;

@ that we should maintain a broad spectrum of maritime, land
air, logistics, C4ISTAR! and Special Forces capability elements
to ensure we are able to conduct limited national operations,
and be capable to lead and act as the framework nation
for coalition operations where the US is not involved;

@ that we must continue the transformation of our forces to
concentrate on speed, precision, agility, deployability, reach and
sustainability. Key to this is our ability to exploit the benefits
of Network Enabled Capability, precision munitions and the
development of ellects-based planning and operations;

@ thatwe need capabilities which can rapidly come together to achieve
specific military ellect and then rapidly adapt with other capabilities
toachieve whatis required by the next operation. By doing so, decisive
military elect may be achieved through a smaller number of more capable,
linked assets acting quickly and precisely to achieve a desired outcome.

A24  Ourfuture forces must be strategically agile in order to respond to
changing needs and circumstances. Agility comprises four key attributes:

@ Responsiveness - Those capabilities that underpin our speed
of response: Intelligence, Surveillance and Reconnaissance
(ISR), force projection, and logistic support. Early application
of military capability is likely to deliver strategic eCects more
quickly and economically. Therefore, improved strategic reach,
precision and endurance are desirable characteristics.

* Command, Control, Communications, and Computers, Intelligence,
Surveillance, Target Acquisition and Reconnaissance.
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@ Robustness - Future equipment must operate with increased
reliability and availability. Force elements must be able to maintain
sustained, high tempo operations against a range of diverse
but elective opponents. We will require combat and support
capabilities that are versatile across the full spectrum of operations.

@ Flexibility - People, structures and equipment should be capable
of conducting a wide range of Military Tasks with the flexibility to
reorganise and re-role. Wherever possible, niche capabilities that have
limited utility across the range of Military Tasks should be avoided.

@ Adaptability - Personnel and units should be well-trained
and have high utility equipment so they can adapt to changing
circumstances. Animportant aspect of adaptability is being able
to readily introduce modifications arising from new technology.

A2.5  Toachieve our mission within a challenging strategic
environment will require flexibility from across Defence, from our
equipment, force structures and people. We must adapt to stay

ahead of potential adversaries and be prepared to make tough
decisions to ensure that our forces and equipment deliver the required
capabilities. Force structures will need constantly to evolve as we seek
to exploit new technologies, equipment and techniques to improve
capability and respond to the changing strategic environment.

A2.6  Within a resource-constrained environment we must aim to maintain
atechnological and capability edge over our likely adversaries but not pursue
the best for the best's sake. We also require incremental acquisition processes
with procedures that align equipment requirements and specifications strictly
to the current and expected future threat, recognising and accepting the

value and potential cost of flexibility and incremental upgrades. We need to
develop standard and Urgent Operational Requirement (UOR) procurement
processes that are flexible, agile and responsive and minimise the lead time
between the emergence of new technology or threat capabilities, and the
delivery of new equipment or enhancements to existing capabilities. Just

inTime'investment to fine tune equipment and capabilities rapidly with

the latest technology in readiness for specific operations will be a necessary
and increasingly important feature of operations. Adaptive and modular
architectures could support system resilience and allow for systems evolution
and insertion of new hardware and software. In the context of the latter,
commercial-o0J-the-shelf (COTS) technology has much to oJer but potential
risks in reliability, supportability and security must be adequately addressed.

A2.7  Atthe heart of the force structure and capabilities modernising
programme is Network Enabled Capability (NEC). NEC is about the coherent
integration of sensors, decision-makers and weapon systems along with
support capabilities. NEC will enable the UK to operate more elJectively in

the future strategic environment through the more e[cient sharing and
exploitation of information within the UK Armed Forces and with other
coalition partners. This will lead to better situational awareness across the
hoard, facilitating improved decision making, and bringing to bear the right
military capabilities at the right time to achieve the desired military elect.
This enhanced capability is about more then equipment; it includes exploiting
the benefits to be obtained from transformed doctrine and training, and
optimised command and control structures. The ability to respond more quickly
and precisely will act as a force multiplier enabling our forces to achieve the
desired elect through smaller numbers or more capable linked assets. In
summary, the emphasis is no longer on quantity as a measure of capability.

During Operation TELIC the RAF
employed only about 70% of the
number of fast jets used in Operation
Granby (the first Gulf conflict), but
to much greater overall elect

ALand Rover and trailer await loading onto a RAF C-130 Hercules at Skopje military airport at the end of Operation Essential
Harvest (a 5000 strong multinational operation that collected over 3000 weapons in the Balkans region).
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An example of Network Enabled Capability (NEC).

A2.8  Maritime - The sea provides a degree of security, without reliance
on the territory of others, for projecting power across the battle space to
strengthen our military advantage. Furthermore, protection of our maritime
supply routes is essential in securing our ability to trade globally thus critical
to the UK’s wealth and security. To meet the challenges of the future, the
Royal Navy (RN) will need to be an increasingly versatile, network-enabled
expeditionary force, continuing to operate on, under and over the sea, on
land (with the Royal Marines) and ever more frequently in the littoral, fully
interoperable and integrated with UK and allied forces. To support this
transformation we are investing in two large aircraft carriers to operate

the Joint Combat Aircraft (operated by both RAF and RN personnel) and
amphibious shipping. These new Fleet units will transform our carrier

strike capabilities and enhance our ability to project power onto the land
environment. They will be supported by our future Air Defence ships, the Type
45 destroyers and new nuclear powered attack submarines, the Astute class,
which will also contribute to the securing of our maritime supply routes.

W in] e
Royal Navy and Royal Marines personnel assist the local inhabitants of
Kalmadu Village during Op GARRON, the UK response to the Tsunami

A29  Land-The operationsin Irag and Afghanistan in the last few years

have demonstrated the continued need for war-fighting capabilities at the high
intensity end of the military spectrum. At the same time both theatres, and in
particular Irag, revealed the essential need to have the ability to rapidly reconfigure
forces in theatre as the conflict develops from heavy war-fighting to enduring
peace support and post-conflict reconstruction. The ability to meet this changing
requirement is recognised by Future Army Structure, which involves a shift from
the current mix of light and heavy forces to a more balanced structure of light,
medium and heavy forces. This change will be underpinned by some key elements
including Apache (which is already in-service), Guided Multi Launch Rocket System
(GMLRS) and Indirect Fire Precision Attack (IFPA) providing an agile precision attack
capability, and the Future Rapid ECect System (FRES) family of vehicles which will

replace many obsolete vehicles and form the core of our future medium weight
force. In parallel the ellectiveness of our land forces will be further enhanced
through Bowman, networked surveillance systems such as Watchkeeper and
ASTOR, and improved digitization and simulation of our training. There is also a
substantial equipment programme underway to improve our dismounted combat
capability. These changes will allow our Army the ability to conduct short notice
expeditionary operations more elciently; allowing a more elective response

to awider range of possible contingencies, while at the same time retaining the
ability for war-fighting at large scale eCort with heavy forces if necessary.

A2.10  Air-Airpower has been shown to be a critically important aspect of
modern warfare. The RAF is driving forward modernisation to create a flexible and
agile Air Force equipped with highly capable multi-role aircraft such as Typhoon
and Joint Combat Aircraft, increasingly able to exploit networked capabilities and
equipped with a range of advanced stand-o(J precision weapons. We are purchasing
the fleet of four C-17's we currently lease plus an additional aircraft, which will
operate in the future alongside the new A400M military transport aircraft. ASTOR
and Nimrod MRA4 will improve situational awareness for our commanders to
bring them improved level of accuracy and speed of response. These changes

aim to ensure that we can adapt to new threats and environments and that we
are able to maintain air superiority and deploy forces worldwide in the future.

A2.11  The chapters within Part B further consider the future strategic themes
in the context of specific industrial sectors. Each sector chapter looks closely at
the future requirement for capability to support the Armed Forces and identify
the UK industrial base that is essential in achieving these requirements.

Selection criteria

A2.12  Every nation ideally wants to keep under its control critical defence
technologies, but no country outside the US can alord to have a full

cradle to grave industry in every sector, and our Armed Forces continue to
benefit from the extensive range of foreign-sourced equipment currently in
service. And it is readily recognised that much of the equipment procured
from UK prime contractors contains non UK sourced content. We welcome
the progress made in establishing understandings on Security of Supply
(the US/UK Declaration of Principles and the Letter of Intent Framework
Agreement). Moreover, we recognise the potential benefits that may be
realised from the November 2005 decision by the EU Defence Ministers

to introduce a Code of Conduct on Defence Procurement which aims to
create an e[ective European Defence Equipment Market. We continue to
welcome overseas products ollered in competition, and indeed in many
significant areas rely on overseas supply, with appropriate guarantees
(which may include technology access to ensure we can adapt equipment
to meet national requirements over time) and/or judgement that any
increased risk to maintaining our operational independence is acceptable.

A2.13  The UK also retains a sizable, open and broadly-based defence
industry which delivers a large proportion of MOD's needs, and we
welcome overseas investment, especially from companies that create
value, employment, technology or intellectual assets in the UK and thus
become part of the UK defence industry. Within this strategy, we aim to
tell industry very clearly where, to maintain our national security and keep
the sovereign ability to use our Armed Forces in the way we choose, we
need particular industrial capabilities in the UK (which does not preclude
them being owned or established by foreigned-owned companies). We
have therefore assessed industrial capabilities selection criteria developed
to assist us in identifying which aspects of the UK industrial base are
essential for us to sustain onshore in order to deliver the capability the
Armed Forces require. This process was trialled jointly with industry under
the auspices of the National Defence Industries Council (NDIC). The criteria
reflect the overarching principle of Appropriate Sovereignty - indigenous
industrial capability required for retention for national security reasons, as

Defence Industrial Strategy

=
2
>
S
(¢B)
>
(@)
L
(@)}
'
©
-
frar)
(%]
>
p—
©
=
=

21



discussed earlier in the strategy. They fall under the following headings:

@ Strategic assurance - Capabilities which are to be retained onshore

as they provide those technologies or equipment important for
the safeguard of the state. Such technologies could include those
used within the nuclear deterrent, high-grade cryptography or
that are a key tenet of our counter terrorism capability. Industrial
capabilities could be classified under this heading if for instance:

© the technology is of such strategic importance that the
risk of obtaining the required industrial capability from
overseas is unacceptable. The UK Government could simply
not countenance sourcing the capability from overseas;

© we require minimal or no risk of the capability
failing given its strategic importance. The risk of
sourcing the capability from overseas increases the
likelihood of associated military capability failure;

© we need to prevent an adversary from acquiring
knowledge which could present them with the capacity
to prevent our Armed Forces electively deploying
or using the associated military capability;

® procurement or sourcing the industrial capability
from overseas is prohibited for legal reasons,
e.g. contravening treaty obligations.

@ Defence capability - The retention of equipment and technology

within the UK industrial base is necessary as our Armed Forces

require particular assurance of continued and consistent equipment
performance. This could include those of particular operational
importance, or aspects of more generic battlefield systems or sub-
systems, where failure could present particular danger to our Armed
Forces. Industrial capabilities could fall under this heading if, for instance:

® thereis a specific need to assure the security of supply
of an industrial capability or technology. There could be
aviable global and open marketplace for the industrial
capability, however the assurance of supply could be
suspect and would present too great a risk to the availability
and reliability of elective equipment performance for
our Armed Forces. In some cases, we may not yet be able
to ensure sulJcient access to Intellectual Property Rights
from overseas to provide confidence in our ability to
understand its true operational performance or to update
the equipment over time, in which case there may be little
option to seeking to produce an indigenous capability.

® failing to sustain the capability in the UK would lead to
reliance on a single overseas source. This may in itself
present a risk of adverse political interference from
the relevant overseas Government at the point that
the UK seeks to procure from the relevant supplier.

@ itisimportant to ensure that associated Intellectual
Property (IP) within the UK is protected and not transferred
to a potential adversary. Transfer of such IP to an adversary
could result in replication of our military capability
and possible use against our own Armed Forces.

@ itis particularly important that our Armed Forces have
secure priority access to the industrial base needed to

Defence Industrial Strategy

enable elective equipment acquisition, support and
upgrade when and where we require it. This may be of
particular importance when seeking to meet UORs. This is
closely related to the broader concept of security of supply,
but applies when a foreign supplier might otherwise be
willing, but may be unavailable to meet the requirement in
time - either because of the distances involved, or because
their domestic customer has first call on his capacity.

@ Strategic influence - where specific UK capabilities give us
important strategic influence, in military, diplomatic or industrial
terms. Collaborative or complementary programmes may often
be relevant here. Such programmes may be pursued to ensure
value for money and alordability in complex programmes and
to help enable cohesive coalition operations. The UK continues
to enjoy the ability to actively participate in such programmes
partly as a result of an industrial base which has a strong history
of providing world-class capabilities and technologies across all
military environments and platforms. This heritage gives the UK
Government leverage in and access to these programmes. Once
engaged, we can hetter ensure that our requirements can be met
cost-electively and bringing to bear the strengths of UK industry.
But strategic influence can also come at the military and strategic
diplomatic levels, especially when the UK can bring something
distinctively dilerent to the table. Thus capabilities prioritised under
this heading may have one or more of the following characteristics:

® continued possession and development of an industrial
capability onshore enables access to a unique UK
military capability. This military capability also enables
UK military planners to have particular influence in
the development of coalition operations, and the
acknowledged merits of the capability concerned
may increase diplomatic influence more generally;

©® ithas particular cutting edge characteristics which
ensures that the UK can ensure due weight is put
on its requirements and achieve equitable and
fair technology share in collaborative equipment
or research programme with other nations;

® itisimportant to ensure access toa particular collaboration
project. This in turn may help to strengthen political and
diplomatic relationships between the UK and another nations.

A2.14  Technology Benefits - The UK defence industrial base has in the
past been a productive and innovative source of technologies and capabilities
which have had follow on civil applications. Defence has then benefited

from the associated economies of scale. There continue to be opportunities
to pull through military technology to the civil market, recent advances in
biomedical screening are a good example. Therefore, the continued investment
by Government in certain areas could help enable further opportunities. We
recognise that this is not always directly an issue of national security, but it
isa consideration to capture, in ensuring that our policy is consistent with
broader Government policy on promoting innovation. In practice, we have
not found any capability which was important to retain only for this reason.

Defence planning
A2.15  Inorder to understand the nature of our forward plans

and the way they are described in this document, it is important
to recognise the framework within which they sit.



A2.16  MOD policy stall develop Defence Strategic Guidance
(DSG), a classified document developed in consultation with other
government departments and approved by the Secretary of State for
Defence. The DSG includes detailed defence planning assumptions and
is informed by a comprehensive methodology and suite of analytical
tools. Itis our principal strategic direction for the development of
Defence and the policy baseline for our planning cycle. It establishes
key planning parameters and priorities for resource allocation and
capability development, stretching out broadly over the next 15 years.

A2.17  Government Spending Reviews usually take place every two
years (although the last Spending Review, which concluded in 2004, will
be followed by a Comprehensive Spending Review reporting in 2007).
Spending Review settlements conventionally set Departmental budgets
for the following three years, with the final year of the period forming
the baseline for the next Spending Review. Whilst Departmental budgets
may be subject to adjustments in the intervening period - for example,

to respond to fiscal shocks or in the case of Defence, to reimburse the
Department for the net additional cost of operations - budgets should
essentially be regarded as fixed between Spending Reviews.

A2.18  We conduct an internal planning round to incorporate the

overall Defence budget set in the Spending Review in a forward Defence
Programme and underpinning resource allocation to budget holders. The
Defence Programme is reviewed and adjusted every two yeas, and comprises
two core elements: the Short Term Plan (STP) and the Equipment Plan
(EP). Beyond the end of the Spending Review period these are only indictive
planning assumptions, recognising that budgets can go down as well as up.

A2.19  The STP looks out over a four year period, and covers the
running costs of Defence and some areas of capital investment. Aside
from covering major areas of expenditure such as pay and investment
in estates and business information systems, of particular interest
inthe context of the DIS is that the STP provides the budget for the
Science Innovation and Technology organisation and the Defence
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Logistic Organisation, for the support of in-service equipment.
A2.20  The EP covers a 10 year period, and sets out how we plan
to spend the funds provided for the acquisition of new equipment
for the Armed Forces. The requirements for new equipment

are set by the Equipment Capability Customer (ECC), whilst the
procurement s carried out by the Defence Procurement Agency.

A2.21  Within the ECC, it is the responsibility of the Directors of Equipment
Capability (DECs) to develop coherent equipment capability solutions. The
DECs who report to a Joint Capabilities Board, chair Capability Working
Groups (CWGs) are to assess and develop options for the delivery of future
capability programmes. CWGs are the structure through which the relevant
stakeholders come together to co-ordinate planning across all the Defence

lines of development, including organisation, concepts and doctrine, training,
infrastructure, information, personnel and logistics as well as equipment,

in order to deliver military, rather than simply equipment, capability.

A2.22  DECs conduct Capability Audits, underpinned by operational
analysis, military assessment panels and balance of investment studies,
to determine whether they are meeting their capability objectives. The
audits use a set of planning scenarios - derived on the DSG - against
which to assess whether or not the EP will deliver the capabilities UK
forces need to meet the most likely operational tasks of the future,
including the requirement to conduct operations of a certain scale
simultaneously. The audits feed into a Capability Area Plan (CAP) which
is an authoritative statement of a DECs capability surpluses and shortfalls,
and a route map for future capability development. The CAP guides the
activity of the CWG and is the source of any proposals to adjust the EP.

A2.23 Itisimportant to understand what this means in practice
about the nature of Defence planning and our forward plans:

@ Ourformal budgets only extend, at most, three years ahead.
Where the STP and the EP extend out beyond the time horizon
of the government’s formal spending plans set in the Spending
review, these are internal MOD planning assumptions and are
subject to change as the government periodically reassesses its
priorities. Whilst it is essential that we plan beyond the period
for which we have a formal Defence budget from the Spending
Review, planning assumptions and costs are inevitably ever more
uncertain the further out into the STP and EP period one looks.

@ Whilst the Treasury will take existing Departmental plans into
account as we set new budgets in the Spending Review, no
Department - including the MOD - can assume that future
settlements will continue past trends in budgetary allocation.
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@ \Within a budget set by the Spending Review settlement, @ Foraproject to have an EP or STP funding line does not necessary

our planning is essentially a process of prioritisation. mean that the project has been given approval to proceed to
Decisions to allocate more resources to areas of high the delivery phase. It is only at Main Gate, the main investment
priority must be oset by savings elsewhere. decision point, that the commitment to the solution and

specific performance, cost and time parameters is made.
@ |tisveryimportant to maintain flexibility in our planning.

The security challenges we face, and hence Defence @ Looking to the longer term, we will tend (save for where specific
priorities, will always be subject to change, as will cost. contractual commitments have been made) only to have an intent
QOur planning must be flexible enough to respond to such or capability aspirations beyond the EP period, together with a view
changes in the strategic and resource environment. of strategic priorities and the broad order financial consequences
of the most significant programmes. Knowing the industrial

@ Conversely, our ability to make adjustments to the capabilities likely to be required to meet such aspirations will be
forward Defence Programme in the shorter term is more dependent on technological developments and investigation of
constrained. For example, as figure A2(ii) illustrates, the full range of potential solutions to the capability need.

the high level of contractual commitment to existing
projects in early years of the EP limits (although does not
preclude) our ability to make changes in this period.

portion of Indicative planning
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Percentage Committed
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Figure A2(ii).

Royal Navy Sea King land Royal Marines from 42 6ommando, during Operation Silkman, Sierra Leone.
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The Defence market

Introduction

A3.1  Thischapter outlines the main characteristics of the defence
market at global and national UK levels, identifying recent changes,

current state and forecast near term trends. This understanding provides
important context for assessing the likely evolution of our supplier base, the
implications and the degree to which we and wider Government can assume
levels of positive influence and where necessary control over the supplier
base to secure DIS objectives. The DIS does not seek to set out a preferred
route to international restructuring; that is very much industry’s business.
But it does seek to create a clear UK context to inform these decisions.

A3.2  The chapter finishes with a framework of levers available
to governments which alJect industry at both the general level, i.e.
the overall attractiveness of the defence business environment in
a particular country, and at the specific level, to achieve defined
outcomes in particular capability or technology areas. The next
chapter considers in more detail how these are applied in the UK.

Global perspective

A3.3  Thelast 15 years have seen major changes in governments'
defence requirements and funding profiles. Driven by the demise of the
Warsaw Pact, global defence spending fell sharply in the 1990s by a third
in real terms from $1,300 billion (or around £800 billion) in 1989 to $800
billion (or around £500 billion) in 1996* . In the US, the world’s largest
defence market, the cuts were particularly significant and had a major
impact on industry, driving rationalisation and consolidation within the US
supply base. A similar, but less pronounced, eJect was seen in Europe.

A3.4  However, since 9/11 the emergence of new threats and the
emphasis on national security has resulted in increased defence spending,
most notably in the USA, with increases, albeit not on the same scale,
also in most European countries, including the UK and France. Following
an 18% increase in real terms over the last few years, global defence
spending has now reached nearly $1,000 billion (or around £600 billion)?.

A3.5  Of this, the defence market (i.e. Governmental spend with
industry) is estimated to be worth almost £200 billion worldwide.
This is largely split into discrete national markets. As figure A3(i)
shows, the USA is by far the largest market at around £90 billion in
2004. The implication of this scale, and the high proportion spent on
research and technology, is that the DoD leads in the development
and exploitation of key enabling defence technologies and tends to
have an influential lead in developing advanced military doctrine and
concepts for use of those technologies in an operational environment.

A3.6  Atthe next level down, despite Russia, China, Japan, the
UK and France all being major defence spenders, the UK market is
significantly larger than the others because we are increasingly relying
on industry to take on new roles beyond equipment development and
manufacture; an increasing proportion of our budget is spent sourcing
products and services from a largely private sector industrial base.
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Figure A3(i).

A3.7  Notonly is the USA the largest spender, it has also continued
toincrease spend with a rise of 4% in real terms since 2002. The largest
growing category of spend is research and development which has grown
11% in the same period®. With these disproportionate levels of defence
spending, the defence industrial, technological and military gap between
the USA and the rest of the world continues to grow. Indeed, in some
areas, the USA aspires to have technology ‘way ahead'’ of others*.

Industrial development

A3.8  Inresponse to the falling defence budgets of the 1990s, significant
consolidation took place in the defence industries of the USA and Europe.

A3.9  Inthe USA the consolidation was framed by the government’s
commitment to rationalisation whilst retaining competition at the
prime contractor level. This resulted in the creation of five large

and globally important US defence companies: Lockheed Martin,
Northrop Grumman, Raytheon, Boeing and General Dynamics.

A3.10  European consolidation progressed more slowly, in part due to

the continuing political pressure to retain capability at a national level.
European rationalisation took a number of forms: internal national mergers
(e.g. British Aerospace with GEC), the use of joint ventures to bridge national
boundaries (e.g. MBDA) and limited cross-boundary consolidation (notably
EADS). Asaresult there are now several large European companies —namely
BAE Systems, EADS, Thales and Finmeccanica. Further rationalisation is

still expected. Within the UK consolidation has been taken further than

in wider Europe and the industrial structure is now relatively mature and
stable, although further rationalisation within this construct is possible.

A3.11  US companies continue to dominate the global defence industry.
As Figure A3(ii) below demonstrates, 7 out of the top 10 defence companies
are now US-based. BAE Systems is the fourth largest international

defence company reflecting not only its leading UK position but also
success in accessing a share of the large US market. Whilst these defence
companies are giants within the defence market, accounting for around
50% of global sales in 2004, they are relatively small in global corporate

!nternational Institute for Strategic Studies Military Balance
2 Stockholm International Peace Research Institute

$DoD Green Book 2005
* Defense Industrial Base Capabilities Study
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investment terms. For example, Lockheed Martin ranked 135th in the
Global 500 on 2004 revenues whilst BAE Systems ranked 399th.
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Lockheed  Boeing Northrop BAE Raytheon  General
Martin Grumman  Systems. Dynamics

EADS  Honeywell ~ Thales  Halliburton

Source: Defence News, 2005

Figure A3(ii).

A3.12  Notall of these companies have the breadth and scale to
deliver the broadest range of defence business, at the integrated
platform and system level, across the land, sea and air environments.
These include, for example, BAE Systems and Lockheed Martin.
Others such as Raytheon and Honeywell, whilst still large defence
players, are more focused on specific types of business.

A3.13  The major defence companies, who take on the delivery of
complex, integrated systems and platforms, are heavily dependent on a wide
range of lower level suppliers, many of whom are significant international
companies in their own right. A large proportion of the specialist intellectual
property and innovation so essential to delivering world-class military
capability is believed to lie in these lower tiers of the supply base.

Cooperative programmes

Cooperative programmes, undertaken with allies whether in

the USA, Europe or elsewhere, can bring together governments
and industry and sometimes act as the stimulus for industrial
restructuring. They also olJer potential benefits in their own right:

- defence research cooperation olers economic and technology
benefits, with an assessed 5:1 return on investment and
providing knowledge with an annual value of around £280
million through information exchange programmes;

- economic benefits through sharing development

costs and through economies of scale in production and

sharing in-service support and upgrade costs;

- enhanced interoperability with allies;

- strengthening bilateral relationships, including security relationships.
It is important, in cooperative programmes, that we still retain enough
understanding of the underlying intellectual property, including

from our partners, to be able to adapt our equipment through-life to
meet national requirements, as discussed at the end of chapter A2.

Defence Industrial Strategy

European perspective

A3.14  The European defence environment can be characterised
as a set of largely separate domestic markets. In general continental
European markets are both smaller than the UK market and less open.

A3.15  The desire to make European military contributions more
ellective, comhined with the economic realities associated with nations
sustaining largely separate markets, has nevertheless prompted initiatives
in cooperative procurement including several major programmes (such as
the Airbus A400M and MBDA Meteor) utilising OCCAR® and more recently
the creation of the European Defence Agency. A recent Commission Green
Paper on the European defence market® recognises that greater eClciencies
can be achieved in European defence procurement. However, as in other
European policy areas, there are significant integration challenges and
national interests remain a dominant factor. EU enlargement adds a further
dimension of complexity since countries such as Poland are highly aligned
with the USA and will often favour purchasing US defence products and
services. Enthusiasm from governments and industry for collaborative
development programmes has undoubtedly been tempered by diCculties
experienced on some high profile collaborative ventures in recent years.

A3.16  Inpractice, the European market remains fragmented although it is
hoped that the European Defence Agency will begin to make a diCerence in
terms of supporting the more eJective harmonisation of military requirements
and promoting a more open defence equipment market. Progress is being
made in opening project procurements to European competition and
addressing security of supply concerns, as outlined at A3.32 below. However,
at current spending levels the market cannot olJer the same scale and scope as
the US market. Furthermore, European national defence markets are expected
to grow at lower rates allowing the US market to continue to pull ahead.

A3.17  Historically European governments owned and controlled much

of their indigenous supply base. In the post Cold War period there has been
atrend towards privatisation or partial privatisation of previously state-
owned enterprises (e.9.MTU in Germany). This has resulted in a shift of
emphasis towards achievement of shareholder value rather than the delicate
balance previously sought between industrial performance and national
ambition and, as a result, is attracting interest from private equity investors.
Alordability constraints however are likely to force governments and
companies to tackle overcapacity of design and production in some sectors.

A3.18  Continental European companies, as well as securing their position
in domestic markets, are trying to access other markets and increase exports
to compensate for generally reducing or constant domestic budgets. The

UK defence budget has grown, but UK companies still generally are seeking
to secure a share of the larger and generally more profitable US market.

UK companies continue to invest in the USA, making a total of around £2
billion of US acquisitions in 2004 alone in almost forty separate acquisitions.
British companies such as BAE Systems, Rolls-Royce, Smiths Group, VT and
QinetiQ have bought US companies to overcome the high entry barriers

and secure progressive access to the market. However, a continuing
commitment to the UK market combined with the constraints on accessing
and operating in the US market, forces diCJcult boardroom decisions for

UK companies on where to locate core capability and investment.

5 OCCAR (Organisation Conjointe de Coopération en Matiere d’Armament)

is the European procurement organisation which manages a number

of joint equipment programmes such as the A400M military transport

aircraft and the Principle Anti-Air Missile System (PAAMS) which

will be used on the UK's Type 45 Anti Air Warfare Destroyer.

¢ Towards an EU Defence Equipment Policy” — Com(2003)113 dated 11.3.2003



A3.19  This trend will continue as long as the US market is disproportionately
attractive in scale and relatively closed in comparison to other markets and as
long as entry costs remain justifiable from a shareholder value perspective.
Exports to the USA at the platform level are possible, as demonstrated by

the recent sale of the Agusta Westland US101 for the Presidential flight, but
ahigh level of US content is required. The financial markets clearly currently
view the USA as delivering the best opportunities for shareholder value.

A3.20  The key question is whether investment into the USA is coming at
the expense of further investment in the UK market. The political environment
inthe USA and recent trends do not suggest that technology sharing will get
significantly easier in the near term, and the ease of sharing technology across
national boundaries can alect significantly where companies choose to invest,
particularly in R&D. However, these problems, as well as cost competitiveness,
can also lead US companies to invest directly in the UK. For instance, Raytheon
Systems Ltd, a wholly owned subsidiary of the US Raytheon Company, now
employs 1500 people across the UK and, as well as engagement in a number
of UK projects, is a net exporter, including back to the USA. DT! estimates

that at present defence investment into the UK is exceeded by outward
investment from the UK into the US, but it is unclear whether this is likely

to be an ongoing trend, as the most attractive acquisition opportunities

are taken and as companies seek to integrate their recent acquisitions.

A3.21  Companies based in continental Europe also look to achieve access

to other markets and improve their export success. Whilst UK companies

have been relatively successful in establishing trusted supplier credentials

in the USA, other European companies have had less success. Instead their
attention has been focused on accessing the UK market which is closer to
home, relatively open to foreign suppliers and shareholders and an attractive
extension from their home markets. Thales and Finmeccanica are examples of
foreign-owned companies who have successfully established significant UK
market share, generally by acquisitions. Given the close defence relationship
with the US but also a central role in several pan-European defence equipment
programmes, the UK, as a base, can oller a bridge between Europe and the US.

UK perspective

A3.22  The UK defence market remains a considerable size in its own right,
as we will consider further below, and the Defence budget has benefited from
the longest period of sustained real growth in the UK's defence spending plans
for over 20 years. In real terms, defence spending will be 7.5% higher than
1997/98 by 2007/08. In addition, the UK defence market has some defining
characteristics compared with other relevant national markets in terms of:

@ sophistication of demand;
@ market openness and diversity of supply;
@ profit potential and the trading environment.

A3.23  These characteristics define its relative attractiveness to
industry, its ability to attract investment and the level of influence
or control UK Government can be confident of achieving in the
industrial base. Each aspect is discussed below highlighting the
current situation and identifying change drivers and trends.

Sophistication of demand

A3.24 We buy a wide range of defence products and services: from
basic items to complex integrated systems; from one-ol] purchases to
long term support services. The UK aims to maintain a capability edge
and must maintain adequate interoperability with US equipments,
particularly command and control systems. To achieve this we invest in
research and development to ensure we can remain at the forefront of
important defence innovations. As such the UK provides an attractive

home market for product development and subsequently a sound

platform for exports. Our indigenous industry is broadly-based,

covering all environments and including civil-based information and
communications technologies (discussed further below). It also includes
enabling capabilities that add significantly to eJectiveness and value,

e.g.: propulsion, radars, power generation and management, platform
signature management, synthetic environments and training, electronic
warfare algorithms, and open architecture systems. Many of these enabling
subsystems are promoted and exported in their own right and have been
selected on merit by prime contractors in the USA and elsewhere.
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Figure A3(iii).

A3.25  Whilst platform-related activity still shapes the UK defence
market, the figure A3(iii) shows that we already spend up to £9 billion
on support contracts with industry, covering logistics, maintenance,
repair and upgrade, IT enablers and facilities management; this
represents a very significant proportion of overall external spend.

A3.26  Through life management - The spending emphasis on support
services is likely to persist. Our commitment to elJective through-life
management of defence capabilities and assets to improve capability and
agility, enable technology insertion and reduce whole-life costs creates
opportunity for industry. Our Defence Logistics Organisation and its key
suppliers are already establishing innovative arrangements around key
programmes to move industry’s support role away solely from supply of
spares and maintenance services towards supply of asset availability and
incremental upgrade of capability. Similarly future programmes, such as
the Future Strategic Tanker Aircraft, are being defined to address through-
life support as part of the initial acquisition process. This trend is set to
continue, with many of the processes and roles currently undertaken by
the MOD likely to be delivered in future through partnership with industry.
This requires the development of acquisition models that engage a range
of industrial players including equipment design authorities (e.g. aircraft
Original Equipment Manufacturers), technology inserters (such as defence
electronics companies), integrators of complex systems and/or military
capability integrators and innovators (e.g. niche technology companies).

A3.27  Focusing on Military Capability — The military strategic
overview chapter outlined the emphasis on ellects-based operations

and the need to plan and manage the defence business at the level of
“military capability”i.e. integrated and agile combinations of people
(appropriately trained and supported), equipments (appropriately updated
and maintained), infrastructure and information, and structures and
processes that can create military elJect in a range of operational scenarios.
This higher level approach provides opportunities for us and industry to
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Figure A3(iv).

think more innovatively about the allocation of roles and responsibilities
and the use of commercial models to make best use of our and industry’s
comparative advantages in delivering and supporting military capability.

A3.28  Market implications - Figure A3(iv) above
shows that in practice this intent implies a continuation of
the rebalancing of roles that is already underway:

@ Inthe past, industry’s role (shown in orange) was limited to
the provision of our equipments, upgrades and equipment-
focused support services. Our relationships with industry
were transactional. Industry’s share of the defence
budget was focused in the Equipment Programme;

@ Now we are more explicitly dependent on industry for a wider
range of products and services. Industry roles extend into non-
equipment areas and already span the boundary between
peacetime and deployed environments. Products and services
previously supplied separately are now being grouped into larger
integrated packages (including through-life, system-of-systems
and cross-platform) and industry now accesses the Equipment
Programme and a substantial portion of the Short Term Plan (STP);

@ Inthe future, assuming this trend continues, an increasing

7OECD
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amount of the defence budget would be made accessible to
industry and the packaging up of diClerent elements of military
capability at the MOD/industry interface would continue. We
would retain core roles (shown in red) but become more explicitly
dependent on key suppliers for delivery of defence outcomes.
Any individual changes to the MOD/industry boundary are, of
course, likely to require consultation with Trade Unions and
demonstration of better value against a public sector comparator,
but the overall trend over the last few years is recognisable.

A329  Increasing importance of Information & Communications
Technologies (ICT): Whereas the dilJerentiator in military operations could
previously be measured in terms of scale and potency, today it is more about agility
and the ability to create an appropriate military eCect rapidly and in response to
specific information about the operational environment. Whereas technologies
such as stealth, advanced signal processing and energetic materials have generally
been defence-led and largely under the control of defence sectors, it is the
commercial sector that is driving innovation in ICT. Last year US businesses invested
more than £40 billion on ICT research and development alone, more than the entire
US Defence R&D budget’. To remain at the leading edge of military capability will,
therefore, increasingly require elJective exploitation of commercially-driven ICT.

A3.30  Civil ICTis characterised by open international standards, fast
technology cycle-times and high levels of investment from the major
global players. Arange of commercial supply models is used, normally
based around high volume service provision incorporating upgrades.



Governments need to work with commercial developers and align with
their business models and development cycles if they are to access, exploit
or control the use of ICT technologies for defence purposes. This requires
the use of novel approaches, for example: activity at the Government

level to make the market attractive; commitment to COTS, common
standards and open architectures wherever possible; and encouraging

the core defence supply base to develop its ability to access new
technology and quickly assess and apply it in the defence environment.

Sophistication of demand — key implications

Our demands on the industrial base are becoming more
sophisticated. We see an increasingly important role for
industry in delivering cost-elective military capability,
managed on a through-life basis; this provides significant
opportunity for existing and new suppliers in the market.

We recognise the importance of accessing commercially-

led technology developments through engagement with

the broadest supply base, including companies who do not
traditionally specialise in defence. The DIS needs to support a
business environment that develops these relationships.

Market openness and diversity of supply

A3.31  Asfigure A3(v) illustrates, UK defence is a comparatively open market.
In2004/05 some 5% of our spend with industry was directed at imports,
afurther 14% with foreign-owned UK-based companies and a significant
further proportion (13%) to cooperative programmes run through European
organisations such as NETMA and EUROPAAMS. Furthermore, a proportion of

our spend attributed at this level flows through to increasingly international
supply chains. In contrast, the USA spent less than 2% on imports and 7% with
foreign-owned companies, much of which was with BAE Systems North America.
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A3.32  The principal continental European markets remain less open than the UK

in terms of foreign access to domestic markets, rules on foreign inward investment
into local companies and significant retained shareholdings by some governments.
However, we are encouraging others to be similarly open, and the European Defence
Agency (EDA) is working to create an elJective European Defence Equipment Market
(EDEM), in other words an open, competitive and transparent environment that

will strengthen the European defence technological and industrial base such that
our Armed Forces will be able to secure their equipment capability needs more

cost elJectively. The voluntary Code of Conduct on Defence Procurement® which
applies to those defence equipment procurements exempted from the EC public
procurement rules on national security grounds® is a significant step in this direction,
supporting long held UK policy aims for more open defence equipment markets
achieved through a self-regulatory approach, and olering UK industry the potential
for a level playing field for defence companies competing for business within the EU.

A3.33  Continental European companies have taken opportunities in the UK

in their pursuit of alternative sources of growth to compensate for the lack of
scale and growth in their domestic markets. For example the Finmeccanica group
now owns significant parts of the UK’s defence supply base, including helicopter
capability in Agusta Westland and the avionics/electronics capability in Selex.

A3.34  Large US companies participate more selectively in the UK market seeing
it as an optional extension to their activities in the USA. Their primary focus and
priority remains with the US market and DoD. However, they are able to leverage
the scale of their domestic production capabilities to compete favourably in the

UK market. The financial and administrative barriers to US companies entering

the UK are lower than the costs associated with UK companies attempting

to build positions in the USA because of the diCerent approaches required to
establish entry. Generally, European companies have to acquire capability in the
USA to establish themselves in the US market; US companies tend to be able to
bring suClcient capability into the UK to be considered a UK-based supplier.
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A3.35  Figure A3(vi) provides a snapshot of our main suppliers
by listing the 10 largest direct suppliers in 2004/05.

A3.36  This chart only shows part of the picture. It is based on billing data
and therefore only reflects our highest level direct spend with suppliers

and not the flow-down of that funding into the lower levels of the supply
base, which will often be international. It excludes all spend on the nuclear
programme and spend with major Government-owned suppliers such as Dstl.

A3.37  The chart shows a snapshot in time and our suppliers change
with major programmes. For example General Dynamics UK's prominence
in 2004/05 was highly dependent on the Bowman programme. Looking
forward, the profile is likely to change with new programmes suggesting
enhanced roles for a number of foreign-owned companies, including EADS
(Skynet 5, Future Strategic Tanker Aircraft), EDS (Defence Information
Infrastructure), Raytheon (ASTOR) and Thales (Watchkeeper).

8 agreed in November 2005 (to come into eCect on 1 July 2006), Although
any Member State may opt out from the provisions of the Code if they wish.
$These are the majority of defence equipment procurements; data
collected from Member States by the EDA indicates that in 2004

around 80% of such procurements (by value) were exemted from

the EU public procurement rules on natioal security grounds.
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MOD’s top 10 direct suppliers in 2004/5
showing location of corporate HQ
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Figure A3(vi).

A3.38  Despite these caveats, it is clear that the UK has a diverse supply base
even at the highest level. Several of the key suppliers are under foreign control
at Group level or have a significant element of international ownership or
control. The DTl estimates that around 25% of the UK's defence industrial base is
foreign owned™. Furthermore several of our biggest suppliers are more heavily
focused on non-defence or international business than on UK defence business.

A3.39  The level of influence we can expect to have with companies is
determined by the importance of the UK defence market to the company’s
revenue and profit lines and the importance of engagement in the UK defence
market as a means to access and develop new technology and capability.

A3.40  Asour supply base becomes increasingly international, our
influence is, other things being equal, likely to decrease. Foreign-
owned companies operating in the UK market are generally less
critically dependent on us as a customer than on their home customer.
As aresult we, although an important customer, have comparatively
limited influence over these companies and in particular over strategic

Estimate based on the number of UK-based employees
undertaking defence-related work

Defence Industrial Strategy

decisions around capability development and investment, especially
where other governments maintain stakes in these companies.

A3.41  For those major UK defence companies who are developing
significant business overseas, notably in the US, our relative importance
is decreasing, although we are likely to remain significant whilst the UK is
seen as the principal home market and we are seen as a major customer.

A3.42  Another factor alecting the level of our influence is the degree
to which companies are focused on defence or civil markets. The major
prime contractors are generally, by nature, defence companies and must
remain focused on defence markets. They may have adjacent businesses
in the civil sector, for example defence and civil aerospace interests,

but these are largely driven by diCerent business models. Further

down the supply chain there is more scope for leveraging common
technology and capability between civil and defence sides of the business
and some businesses have highly diversified and often international
portfolios. In these cases our direct influence is more limited and we
need to ensure that the UK, and the UK defence market specifically, is
sulciently attractive to these companies as a place to do business.

A3.43  The degree to which we procure from companies with interests
beyond UK defence varies sector by sector. Across the environments MOD

is dependent on companies of all types and sizes. Whilst our focus is often
drawn to the large companies because of their overall importance in terms
of scale and breadth and their visibility, we have to understand the role
played by smaller companies, whether as part of a supply chain or as niche
players. Some of these companies have specialist capabilities that are critical
to our ability to act responsively and flexibly, for example in response to
Urgent Operational Requirements. Whereas small companies in supply
chains tend to have their primary relationship with their industrial clients,
some of the specialist companies also have direct relationships with MOD.
There is often a high degree of interdependency, with MOD dependent
onasingle source for a particular capability and the company highly
dependent on MOD as a major customer. We should therefore be able to work
electively with these companies to identify and secure core capability.
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Figure A3 (vii).

344 Intheair environment, as figure A3(vii) suggests, key subsystems
suppliers such as Rolls-Royce and Smiths Aerospace have thriving civil
aerospace businesses. Small and medium sized suppliers also have

strong civil business interests and a good export track record.



Market analysis and diversity of
supply — key implications

We are dependent on a diverse supply base. Some suppliers are
focused on UK defence and highly dependent on us. With these
companies we can expect to have a high level of influence. Many
others have diversified businesses, operating in the UK and overseas,
in defence and civil markets; we will have less direct influence with
these companies but can encourage them to participate in the UK
defence market using a range of levers identified later in this section.

A3.45  Inthe maritime environment, the equipment and support primes are
generally defence-dependent while the sub-system and component supply
base is highly diversified. The anticipated spike in the new-build workload,
due to programmes including Type 45 and CVF, will pose considerable
challenges for the prime contractors, while the extended supply base is
expected to cope reasonably well with changes in anticipated work levels.
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Figure A3 (viii).

A3.46  Inthe Land environment BAE Systems Land & Armaments,
ABRO and Thales are the leading defence-focused suppliers. The
extended supply base is composed of companies with strong
commercial vehicle businesses, as depicted in figure A3(ix).
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Figure A3(ix).

Profit potential and the trading environment

A3.47  Corporate performance is directly alected by available profit margins,
the selection of business models and associated contracting mechanisms, the
risk/reward profile achievable within these and the approach of Government
to other aspects of defence business development, such as R&D and exports.

A3.48  Profit formulae. We use a formula to calculate acceptable profit
levels for non-competed work based on the principle of comparability
with other relevant sectors within the UK economy. The US DoD takes a
diCerent approach to industry fixed-profit formulae. High risk programmes

such as technology initiatives and high risk contracts, including fixed price
contracts, benefit from significantly higher margins. The approach across
the rest of Europe is however largely comparable to that of the UK.

A3.49  Acquisition models. The selection of acquisition models

may also have significanct influence. The traditional approach in the

UK has tended towards tight definition of the scope of work, the use of
competition to select suppliers, negotiation targeted at reducing our

risk and cost, and then a transactional approach to management of

the contract, holding suppliers to account against agreed milestones.
More recently we have recognised that a “one-size-fits-all” approach to
engagement with our key suppliers is not optimal and have deployed
awider range of supply models. The principles of partnering are now

in general well understood and deployed successfully in some areas to
provide mutual benefit to us and our suppliers. In the Defence Procurement
Agency, several new contractual models are being deployed on significant
programmes, including the use of alliances and lead systems integrators.

A350  Risk/reward profiles. Both sides recognise the need for work
to optimise the approach to risk and reward. Currently industry perceives
high levels of risk in our acquisition business, though their own project
performance against firm or fixed price contractsis also a key determinant
of profitability. Long timescales mean that a whole range of factors change
during the lifetime of a programme or even a decision-making cycle,
introducing risk including cancellation, requirements change, funding
changes and delays. Partnering relationships, designed for mutual benefit,
that recognise that risk is shared and reward performance, are more attractive
toindustry. The UK has a history of leading the way in deploying innovative
acquisition and financing models in defence, for example PFl and PPP,

and continuing to develop experience in these areas will allow us and our
key suppliers to provide us with better value capability, more consistency
and clarity and hence less risk, and better profit returns to industry.

A3.51  Approach to R&D. A government's approach to defence R&D
is a critical factor determining the risk profile for industry. UK spend

on R&D is significant in global terms as shown below, although US
spending continues to dwarf even the combined resources of Europe.
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Figure A3(x).

A3.52  In2003, the USA invested £29billion (0.6% GDP) in Defence
R&D compared with the UK's £2.3billion (0.2% GDP). The USR&D
budget was 5 times that of EU countries combined (£5.5billion). This
reflects a US approach to reducing risk in the early stages of defence
capability development that is very attractive to defence companies and
investors. Whereas the UK and other European nations often insist on
securing firm price contracts with suppliers, even during early phases of
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programmes, the US tendency is to use cost-plus arrangements until the
risk is quantified and manageable. Beyond the use of R&D to de-risk and
mature technology associated with specific programmes, funding is also
used to drive innovation. Chapter A10 addresses this in more detail.

A353  Exports. Exports are an important part of the defence economic
landscape, olJering higher profit margins than domestic sales (hecause
development costs are already amortised) and, therefore, reducing the
overall cost of a nation’s defence capability procured from its indigenous
suppliers. UK companies continue to consolidate Britain's position as

the second largest defence exporter, with a 20% share of the global
market, despite reduced defence spending in many countries and
increasing competition from traditional and newer supplier nations.
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Figure A3(xi).

A3.54  All of these factors contribute to profitability. US companies
tend to be consistently more profitable than European equivalents.

Profit potential and the trading
environment — key implications

A number of factors drive profitability for companies engaged

in our business, including uneven project performance. The

DIS provides an opportunity to create a more attractive trading
environment that enables industry to maximise profits whilst still
retaining the focus on delivery of cost-elective capability to us.

Levers Government can use to shape the business
environment for defence companies and investors

A3.55  Asearlier sections have described, we need certain features in the
industrial base, namely:

@ amarket that is sulciently attractive to retain companies’
participation against the pull of other foreign or adjacent markets;

@ industrial delivery: electiveness and e(lciency;

@ innovation and technology/capability development in industry;

@ sulJcient control for Government to ensure appropriate sovereignty.

Defence Industrial Strategy

A3.56  Governments have a range of levers with which to respond, and
these take many forms. Some are available through day-to-day activities,
for example as a customer of defence products and services (though here
too, ather government departments may have a role as customers, such as
for equipment required for both defence and civil emergency services, or for
secure communications). Others come from governments' wider investments
inthe well-being of industry and some through governments'authority as
acontroller or regulator (including potentially a de-regulator) of industry.
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Figure A3(xii).

A357  Figure A3(xii) shows five groupings of levers that can be used to achieve
required defence industrial outcomes. There are three groups of levers available
to governments through their execution of day-to-day business, namely:

A358  Government as Investor —Whilst much of governmental investment
inresearch and technology exists to support intelligent customer status,

some is also intended to secure appropriate technology and innovation in the
industrial base. Careful deployment of a range of investment levers can support
technology development in critical parts of industry. Furthermore, governments'
approaches to R&D are an important factor in determining the overall
attractiveness of the defence market because it impacts on risk and profitability.

A359  Government as Planner — governments'forward planning activity,
at the strategic and business level and addressing military capability, equipment
investment and business operations can provide industry with a level of

future market understanding that underpins business strategy and corporate
investment. Joint planning approaches take this a stage further, providing
planned alignment and interdependency between us and our key suppliers.

A3.60  Government as Customer —The approach taken to
acquiring defence products and services - from the acquisition model
chosen to the selection of suppliers and the profit margins available
- fundamentally defines the attractiveness of the defence market.

A3.61  Beyond these levers, there are others available
to governments in two general categories:

A3.62  Government as Supporter of industry — A range of levers,
hoth financial and activity-hased, are available to provide supportin a
number of forms to industry. In the UK, ownership of these levers is vested
across Government, notably in the MOD, DTl and HM Treasury, and also in
the UK’s Regional Development Agencies and Devolved Administrations.



There are some key principles the Government
will deploy in selecting and deploying levers:

@ Ingeneral it is better to use levers that influence
the environment or the way we in general
interact with it, rather than case-by-case specific
interventions; this is more beneficial to all parties
and limits the risk of unintended consequences.

@ |evers must be applied within the context of
defined sector and capability strategies.

@ |mpact must be assessed thoroughly before introduction.

@ Specific interventions must be targeted,
contained and time-bounded.

A3.63 Government as Regulator of industry — on occasion, governments
may need to exploit levers more concerned with controlling or restraining
parts of industry to ensure access to, or control over, key IPR, capability

and capacity. Equally, governments can consider where regulations can

be relaxed or removed, to increase industry’s profitability and agility.

A3.64  Leversthat alJect the way governments execute their core business are the
most attractive because they impact directly on defence electiveness and relate to
core processes and specific lines of activity or programmes. They also fundamentally
determine the attractiveness of the domestic defence business to industry.

A3.65  Secondary interventions can be aimed at
further enabling a government’s ability to:

@ stimulate the overall health of the defence industry by reducing
barriers to entry, encouraging participation, stimulating
industry investment and stimulating technology transfer from
international defence sources of adjacent industrial sectors;

@ guarantee access to and control over critical technologies
and capabilities where these underpin critical military
capability and operational sovereignty.

A3.66  Each of these categories has within it a range of specific
actions that can be taken to produce an elJect. For example ‘R&T
support’covers a range of intervention options, from working with
commercial suppliers of ICT to influence their future products ranges
to direct funding of research or acquisition of specific IPR.

A3.67  Some of the levers are intended to influence the environment
and can be applied at a general level. Others are intended to
achieve a very particular eJect and must be highly targeted.

A3.68  Dillerent governments choose to deploy dillerent sets of these
levers; for instance, in some European countries the State continues to take
significant stakes in their domestic defence industry, and control executive
appointments. In the next chapter, we explore in more detail how the UK
Government deploys these levers to diCerentiate the UK market and make it
an attractive place for investors and workers to build defence companies.

Defence Industrial Strategy
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The UK business environment

Ad

Introduction

A4l Chapter A3 described the general shape of the evolving
global defence market, and introduced the general framework of
levers available to Government to influence it. This chapter illustrates
some of the ways in which the Government, within this framework,
seeks to continue to make the UK a attractive place to establish,
grow and invest in high-technology defence businesses.

Ad.2  Some of the ‘levers'are in fact natural consequences of broader
Government activity, for instance stewardship of the economy. Indeed,
indirect levers are generally to be preferred, as they apply to all businesses
and run the least risk of distorting the allocation of resources. However,
while defence is becoming more international, it is far from a normally
functioning market, possessing a number of characteristics which,

taken together, diCerentiate it from other areas of manufacturing:

national security considerations;

few suppliers, very few legal customers;

high levels of technological and scientific intensity;
the central role of Governments as sponsor,
principal customer and market gatekeeper;

to dilClerent extents in diCerent countries, legal and
political restrictions on company ownership.

A43 Al of these can alect how investors view the sector. For

instance, investors are likely to require a premium where they believe
Governments will intervene to secure political, rather than commercial,
priorities. On the other hand, the significance of the home customer means
that, if investors have confidence in the consistency and credibility of a
government’s approach to the industry, the market may be less volatile.

Laser technology research © BAE Systems.
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Ad.4  These characteristics have generally resulted in a split between
aseries of ‘homeland’ domestic markets with some international
interaction, and ‘export’ markets for those countries without a significant
defence industrial base of their own. Some sections of the supply base
do however operate on a genuinely international basis. In addition,
major defence programmes frequently have characteristics similar

to the civil aerospace and other technology-intensive sectors:

high cost and high risk projects;

high value, low volume products;

international collaboration in design and development;
high barriers to entry;

issues around safety critically, long-service

lives and hence obsolescence.

A45  The marketis alsoin general characterised by a significant
element of advocacy from firms and other governments attempting to
influence high value or high prestige equipment procurement decisions.

A4.6  Around 165,000 people are directly employed in defence
manufacturing in the UK, with a further 135,000 people employed
indirectly in supply chain activity". DTl estimates that the average
labour productivity is £55,000 value added per employee, contributing
nearly 0.5% to GDP. It is a technologically intensive business, and an
important part of the manufacturing sector which is a priority area

for Government. There is widespread acceptance that the UK cannot
compete on low wage activity, nor should it seek to do so. The future of
UK manufacturing therefore depends on continually moving up the value
chain by raising investment, R&D, skills and productivity, and Defence and
the UK's manufacturing interests are closely aligned in this respect.

Government as an investor

A4T  Investment in defence-related technology is critical to retaining
access to cutting-edge military capability, and the next chapter discusses in
detail the MOD's research & technology activities. This however fits within

a broader framework of Government support to science, technology and
innovation. The Government’s target is to raise the overall level of research
and development (R&D) investment in the UK from its current level of

1.9% of GDP to 2.5% by 2014, and our approach to this is described in the
Government's ten year Science and Innovation Investment Framework
published in July 2004, and the work coordinated by the business-led
Technology Strategy Board (TSB) which aims to support the pull-through
of ideas emerging from the UK's world class science and engineering base.
The first annual TSB report? explains the vision behind the Technology
Strategy: for the UK to be seen as a global leader in innovation and
amagnet for technology-intensive companies. This also takes into

L DASA UK Defence Statistics 2005. In this context, ‘direct’ employment is that
generated in those companies providing the product or service directly to MOD,
or that within the exporter. ‘Indirect’ employment is that provided through the
supply chain by sub-contractors or suppliers to the ‘direct’ contractor. The figures
reflect average full time equivalent employment in year. The figures exclude MOD
service and civilian personnel, and are rounded to the nearest five thousand.
2'Acall to action’ — the Annual Report of the Technology Strategy

Board 24 November 2005, available from www.dti.gov.uk



account existing national strategies, for example, the aerospace research
priorities identified by the National Aerospace Technology Srategy taking
forward the work of the Aerospace Innovation and Growth Team?.

A48 Some £370 million will be available to business between 2005 and 2008
as research grants, via the DTI's Research Calls, to undertake collaborative research
in technologies important to the growth of the UK economy. The Government
also invests more broadly in the UK science, engineering and technology base,
from which the defence industry benefits; for instance, between 1997 and

2007 the science budget will have more than doubled, rising to £3.4 billion.

A49  The MODis also working closely with DTl and other government

departments to develop Innovation Platforms where central Government,
Research Councils, Regional Development Agencies (RDAs) and Devolved
Administrations, business and the science base can work together to use a
range of technologies and policy levers to deliver innovative products and
services for which there is both a strong policy need and a potentially large
global market. Network Security has been defined as one of the pilots for this.

Hand assembly soldering © Raytheon.
Government as supporter

A4.10  The Government has a broad range of levers in this area, which can
significantly contribute to making the UK attractive to investors in defence
and more generally. Some alJect long-term characteristics of the UK economy,
and government can only attempt over time to influence these. However, in
general, Government assists in producing an attractive environment through:

@ maintaining a stable macro-economic and political environment;

@ supporting the education and science base, as mentioned
above, to maintain a highly-skilled workforce, in
conjunction with industry’s own investment;

@ supporting an education and business environment which also
produces strong support industries for defence, particularly
in finance, business services, design and marketing;

@ keeping down the costs of setting up and running businesses
—e.g. at 30% the UK has one of the lowest main corporate tax
rates of the world's major economies, and the cost of setting
up a business is low and the process straightforward,

$ Aerospace Innovation and Growth Team's (AelGT) ‘National Aerospace
Technology Strategy: Implementation Report’ followed the AelGT’s ‘An
Independent Report on the Future of the UK Aerospace Industry: Executive
Summary’ published June 2003 (www.aeigt.co.uk). The ‘National Aerospace
Technology Strategy: Implementation Reports' followed the AelGT's report.

@ promoting inward and regional investment: as well as
marketing the attractions of the UK as a place to invest, grants
may be available from the RDAs in England and the devolved
administrations for Wales, Scotland and Northern Ireland to
cover a proportion of eligible costs for businesses planning to
start up operations, and UK Trade & Investment, a joint DTI-FCO
organisation, handle applications in the first instance. Regional
support is also provided by way of Selective Finance for Investment
in England, which allows RDAs or DTl to consider paying some of
the capital investment costs for companies in an EU assisted area’.
In many cases, similar schemes are olJered by the appropriate
organisations in Wales, Scotland and Northern Ireland;

@ providing active support to exports, including through the
Export Credits Guarantee Department and, specifically for the
defence industry, the Defence Export Services Organisation,
as well as political support to specific export campaigns;

@ encouraging innovation through fiscal incentives, e.g. the
R&D tax credit® , a company tax relief that can either reduce
a business'tax bill, or for some SMEs, provide a cash sum;

@ the Manufacturing Strategy, updated in 2004, and the
Manufacturing Forum — jointly chaired by the Minister for Industry
and a senior industrialist, with a two-year remit to deliver practical
actions to improve manufacturing in the UK. The Government
provides this support in recognition that high value exports benefit
the UK economy. Manufacturing exports, to which the defence
industry is a major contributor, account for two thirds of all exports;

@ support to defence-applicable skills. For instance, the Education
Secretary and Trade & Industry Secretary announced on 31 October
2005 a Manufacturing Skills Academy, to open by September
2006, creating a single point of access to deliver globally competitive
skills for UK manufacturing. In addition, the Government is working
with Science, Engineering and Manufacturing Technologies Alliance
(SEMTAY), a sector skills council, which has launched a Sector
Skills Agreement for Aerospace, together with a costed action
plan that will be funded from both public and private sources. A
similar agreement for Marine industries is expected in early 2006;

@ providing the Manufacturing Advisory Service, aimed
primarily but not exclusively at SMEs, to provide diagnostics
and advice through regional centres of manufacturing
excellence®. The Service has helped companies generate
an additional £188 million in value added since 2002;

@ more general support to business; e.g. the DTl runs a number of
business support schemes that may be suitable for defence
companies. It also olJers flexible products from its business
support portfolio aimed at SMEs, including the Small Firms
Loan Guarantee Scheme, Support to Implement Best Business
Practice, Grants for Research and Development, and Grants
for Investigating an Innovative Idea (reimbursing consultancy
costs for advice on how to exploit an innovative idea).

“The level of grant available is determined on a case-by-case basis,
linked to the quantity and quality of jobs created or sustained.

S Introduced for SMEs in 2000 and extended to large firms in

2002; SMEs have to date received £778 million and the large
company credit is worth some £400 million each year.

SFunding is split equally between the DTl and RDAs, and £34 million
has been committed in total between 2005 and 2008.

Defence Industrial Strategy
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A4.11  Government could also act as a supporter in situations where,
for example, the adjustment costs from defence restructuring fell
disproportionately upon a particular region of the country. However,
that assistance would be best addressed through regional policy

and targeted assistance, such as retraining programmes, rather

than through the distortion of defence procurement decisions.

Weapon interfacing electronics © Ultra.

A4.12  We noted in this list encouragement of inward investment. We
recognise the very positive contribution made by some firms in developing

the UK defence industrial base, and although other nations do not operate as
open a market (for either investment or procurement) as we do, we do not
believe that further protection for the UK market is the answer. However, we
will continue to work with individual companies where they identify that they
are being prevented from making the acquisitions they want overseas, and
more generally seek to open up other markets which remain heavily protected.

Government as regulator

A4.13  Government, as a regulator and de-regulator, can have very
significant direct impact on the business environment —and the
potential distorting elects of changes to regulation need to be carefully
assessed. However, there are specific controls in place.

A4.14  Inparticular, the Government has a range of instruments to
regulate acquisitions and mergers to ensure fair markets and security

of supply. Merger policy in the UK is regulated under the Enterprise Act
2002, which came into force on 1 May 2004, and the EC Mergers Directive
04/139. The Enterprise Act electively took politics out of merger decisions,
leaving the OCce of Fair Trading (‘OFT") and the Competition Commission
to take decisions as the independent competition authorities’. The Act
allows the OFT to refer any merger to the Competition Commission if

it believes that a lessening of competition would result in any given
market within the UK (or any part of the UK), require undertakings
without reference or accept the merger without reference.

A415  TheEnterprise Act also allows the Secretary of State for Trade
and Industry to intervene on public interest grounds, including national

"The OFT will investigate competition issues of mergers where the annual
turnover of the enterprise being merged/acquired is greater than £70M,
or if the merger/acquisition will result in a share of any given market or
markets of 25% or more. Mergers involving two or more member states
in the EU, and with turnover in excess of 5 billion Euros, come under the
jurisdiction of the European Commission under the EC Mergers Directive.
However, the OFT retains the role as the competent authority in the UK by
liaising with the EU Commission on mergers that fall under its jurisdiction.
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security. Insuch cases, Government often seeks undertakings from
acquiring companies on retaining defence capabilities in the UK. In
addition the Government holds special shares in BAE Systems and Rolls-
Royce in order to protect some vital defence industrial capabilities.

A4.16  Otheraspects of regulation include the setting and enforcement of
strategic export controls, discussed in chapter A6; the MOD's policy towards
Intellectual Property; and requirements for the vetting or nationality of
individuals within business before they can receive sensitive information. In
some cases, this applies at the company level — cf. List X, as discussed in the
Counter Terrorism Chapter. It also includes the Government’s approach to the
labour market, where the UK’s regulations are the most flexible in Europe.

Government as a customer

A4.17  How MOD behaves as a customer is most probably the critical
factor in making the defence industry attractive to investors and workers.
Much of this document sets out how we aim to align our and industry’s
behaviours and processes, in order to ensure the capability requirements of
the Armed Forces can be met, now and in the future. In particular, we can:

@ increasingly accept COTS technology, standards, architectures,
products or services, and use open standards and architectures,
wherever security considerations permit, to reduce cost to MOD,
limit the risk of obsolescence, extend the market for industry,
and open it to the widest range of suppliers possible;

@ consistently act with a view to through-life capability management
and take into account the need to sustain sovereign capabilities;

@ select acquisition models depending on the specific circumstances,
to deliver the best long-term value for money. This includes
promoting a sustainable industry that secures onshore the industrial
capabilities we require to maintain appropriate sovereignty.

A4.18  The continuing changes needed to deliver this approach

are summarised in Part C. However, it is also important to recognise
that in some areas the relevant industry is broader than Defence, and
includes for instance the ‘blue-light’services and other Departments

and Agencies. The Government is keen to promote the spread of best
practice across Government and the development of coherent approaches
to procurement, and DIS is one part of this. For example, we recognise

in this strategy the need to work more closely with other Departments
and Agencies to produce sustainable high-grade cryptographic industrial
capabilities in the UK, including by considering the amalgamated
demand across Government for cryptographic products and services.

Government as planner

A4.19  Aschapter A3 described, we are dependent on suppliers with very
dillerent characteristics for the supply of defence products and services. Some
serve us alongside a range of wider civil and overseas markets; others are
highly dependent on the domestic defence market. Our actions as planners
can however help encourage these suppliers to remain elective and elcient,
with most improvement likely where companies both have the resources to
engage in strategic planning, and have significant potential or actual business
with the MOD relative to other customers. Nevertheless, focusing solely on
such suppliers would risk discouraging new entrants or limiting competition.

A4.20  We explain in more detail in Chapter A8 how we intend to
make as much information available to industry as possible,
ranging from publishing information on equipment projects annually,
to deeper joint planning activity where this is suitable and can realise



substantial benefits on both sides without excluding other companies
inappropriately. We are also, with this strategy, publishing a guide to
make clearer for industry who does what within the MOD and who
therefore is empowered and able to speak authoritatively to industry
on particular topics. Insum, we plan to move substantially to a more
open and consistent face towards industry. In return, we expect industry
to treat such discussions in a mature way, respecting our confidences and
committing to a mutual sharing of information where this is appropriate.

A4.21  Inaddition, in this strategy we identify the industrial
capabilities we wish to retain onshore for national security reasons.
Where these may be at risk, we will work together with industry to
investigate sustainment strategies. Some other nations are taking
similar approaches. We believe that this strategy will nevertheless be
distinctive, by being endorsed across Government, and set against a
hard-headed assessment of the current industrial reality, recognising that
in some cases while we would like to maintain an onshore capability,

it will not be possible to do so unless industry works with us to address
serious issues about its current sustainability and productivity.

Conclusions

A4.22  Thisand the preceding chapter have discussed the global and domestic
defence industrial landscape, and how the Government supports a business

environment that makes the UK an attractive place for the defence industry. Insum:

@ agreater proportion of our overall business is available
to industry than in any other major defence nation, and
growing expertise in the combination of systems engineering
expertise, agility and supply chain management required
to deliver through-life capability management gives
the UK defence industry a comparative advantage;

@ asophisticated demand for high-value products which have
to stand up to active service, and which then, having been
proven in this way, are easier to market to export customers;

@ anopen market and diversity of suppliers which encourages
innovation, new entrants (including in information and
communications technologies) and inward investment;

@ weare open to new procurement models, including long-term
partnerships, which incentivise industry to drive down costs but
allow increased profits for good performance and delivery;

@ inaddition, as a customer, supporter, regulator, investor
and planner, the Government helps sustain an attractive
overall business environment, including:

@ astable macro-economic and political environment;

@ |leadership in science & technology and manufacturing;

@ low costs (including low corporate tax rates, and business-
friendly regulation including flexible labour laws);

@ strong support industries in finance, business
services, design and marketing;

@ ahighly skilled and flexible labour force;

@ atransparent business environment that
encourages fair competition;

@ specific support to the Defence industry, including
the Defence Export Services Organisation (DESO);

@ increasing sharing of information to allow industry
to plan with confidence and to attract investment;

@ through this DIS, a clear articulation of those capabilities
we wish to retain onshore, alongside clear assessments
of what needs to change if these are to be sustainable,
including through further joint work with industry.

A4.23  The Government believes this amounts to a unique,
distinctive and attractive environment for the defence industry. If
the opportunities are grasped and the challenges tackled, we believe
the UK defence industry (which will continue to include foreign-
owned companies) olers the chance of long-term prosperity, focused
on delivering the high-value products the Armed Forces need.
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Defence research technology and innovation

In order to meet the challenges of the

future we must be able to derive the
full benefits of advancing technology™

New Generation Service Respirator.

Introduction

A5l Defence is underpinned by increasingly sophisticated technologies?

and the UK's battle winning military capability remains heavily dependent on

the development, exploitation and insertion of world-class technology. UK
Government, industry and university research and technology (R&T) eCort
remains critical at a time of uncertain threats, as illustrated by the diverse tasks
demanded of our Armed Forces since the end of the Cold War. Although the
nature of conflict remains dirty, dangerous and deeply personal often with no
substitute for ‘ooots on the ground; the UK needs to stay ahead in technology
against both conventional and novel threats, such that we can quickly develop
counter measures and solutions as new threats emerge. Astrong and innovative
science and engineering base in UK Government research agencies, industry and
universities is essential to meet this need. A fundamental task is the identification
of the key technologies in which the UK should retain an international lead, due to
their significance both to sovereignty and to the competitiveness of our defence
industrial base. Tackling this task is made easier if we have a clear understanding of
our current defence technology strengths as compared to international standards.

R&T investment is critical to the
delivery of battle winning capability

A52  Welltargeted investment in R&T is a critical enabler of our
national defence capability; it strengthens innovation in our defence
industry, produces more capable equipment for our forces and
underpins our ability to operate with high technology allies like the US
or France and lead an ad hoc coalition (e.g. of European nations).

!"Delivering Security in a Changing World - Defence
White Paper 2003. Chapter 3.4
2 Delivering Security in a Changing World - Defence White Paper 2003
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A5.3  Technology is a key driver for change in the modern world and

is crucial to network enabled, adaptable and rapidly deployable forces.
Technology is one of the drivers of productivity and underpins much of the
UK's productivity and success in the past few decades. This is recognised
by the creation of a 10 year R&T UK Government strategy® to raise

public and private sector investment in R&T. The results of Government
R&T are often transferred into industry or carried out under contract by
industry or universities. It aims to drive innovation in the UK, thereby
generating greater capability for our forces. Improving equipment quality
will also have a positive eJect on UK defence export performance.

Benefits R&T investment has
brought to military capability

@ thermal imagers/night vision goggles giving
night time combat advantage to our forces;

@ (hobham armour, a key factor in the success of US
and UK forces in both Gulf conflicts, oers the best
armoured fighting vehicle protection available;

@ sonar 2193, which has greatly enhanced the ability of
the navy to detect traditional and stealthy mines;

@ technologies to detect and counter terrorist use of explosive
devices, such as the Carver remote controlled robot;

@ the flight propulsion control system to make carrier
landings easier for the Joint Strike Fighter;

@ stealthy materials such as tiles for acoustic
stealth on our nuclear submarines;

@ better respirators, detectors and improved vaccines to
protect our troops from chemical and biological attack.
A54  The MOD and its partners must continue to meet the needs

of the Armed Forces and should therefore focus attention on:

@ technology that can and should be inserted into future
capabilities, directly improving the delivery of military elect;

@ technology that will enhance the delivery of
capability and decision making;

@ scientific/technological advances in which the UK
Defence needs to sustain a suitable level of capability
in order to act as an intelligent customer;

@ technology judged to be of emerging relevance to defence;

@ R&T capability to inform the identification and analysis of threats.

¥ Science &Innovation Investment Framework 2004-2014 - HM Treasury



A5.5  Itisimportant to ensure that we have skilled R&T stall
embedded in and supporting the acquisition process from start to finish,
making the best decisions and choices with the resources available, and
therefore ensuring the elective delivery of battle winning capability.

Defence R&T is vital to:

meet defence challenges;

deliver cost-elective military capability;
counter new or emerging threats;
enable elective acquisition processes;
support national competitiveness.

Challenges facing R&T in
enabling military elJect

A56  Current and future threats may increasingly involve
the use of asymmetric tactics, requiring the MOD and industry
to retain flexibility and the required technological advantage
to overcome these threats. This is compounded by:

@ the proliferation of technologically advanced systems,
readily available on the open market that can greatly
enhance the military elect that can be achieved;

@ chemical, biological, radiological and nuclear
materials and expertise proliferation;

@ the extremely rapid pace of technological change.

Multifunction Electronically Scanned Adaptive
Radar (MESAR) test facility - QinetiQ.

A5.7  Theinternational environment in which technology based (defence
and civil) industries compete is evolving rapidly. Many nations with growing
economic wealth, such as China and India, are now investing heavily in

R&T. Although UK investment in R&T has risen in cash terms, it fell as a
proportion of GDP from 2.3% of GDP in 1981 to 1.9% now. There exists
arisk that in the coming decades the UK could fall behind both our key

allies and emerging economies in our ability to support sophisticated and
competitive technology based industries. We could become increasingly
dependent on defence technology solutions generated by other countries,
including those developed from civil applications. This is of less concern
when these are our allies, but a growing reliance on products such as
electronic components from ather regions of the world could be a source

for concern in the future. Nevertheless, the UK remains a world leader in
some areas; UK's aerospace and pharmaceutical industries in particular

are among the strongest in the world, with aerospace accounting for

15% of all business enterprise research and development in 2004“.

c
i)
+—
©
>
o)
c
=
go!
c
<
>
o
i)
[e)
c
=
(&}
D
e}

<
(S}
—
©
[¢5]
(7]
(O]
S
(]
(&
=
(]
y—
<]
O

A5.8  Arecent MOD-sponsored study analysing 11 major defence capable
nations has uncovered a highly significant correlation between equipment
capability and R&T® investment in the last 5-30 years as shown in Figure
A5(i). It shows that there is a simple ‘you get what you pay for' relationship
between R&T spend and equipment quality, with a sharp law of diminishing
returns, and that R&T investment buys a time advantage over open market
equipment. The UK is currently in a relatively good position, reflecting a

high R&T expenditure in the past but the gap with the USA is growing, which
may alect UK/US interoperability. China is expected to grow rapidly to an
estimated R&T expenditure level equivalent to the UK by around 2020.
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Figure A5(i) — Capability Advantage from R&D Investment.

A5.9  Inorder to maintain appropriate equipment quality (and hence
military capability) sustained and targeted investment in MOD and
industry R&T funding remains important. Focused R&T also provides
battle winning capability by supporting other important activities
across the MOD. These include the analysis of intelligence, current and
future threat analysis, operational analysis of future force structure
plans, policy formulation and equipment acquisition decisions.

A5.10  Giving our Armed Forces their critical edge has always been heavily
dependent on the development, exploitation and insertion of world-class
technology. This has traditionally been through MOD funded and conducted
R&T, but recent years have seen the migration of part of this work to the

UK Business Enterprise R&D (BERD) is R&D performed in the UK

within business enterprises, whether funded by industry themselves,
from overseas, or by Government. Defence BERD rose by 13%n

2004, according to 0ce of National Statistics figures

*Research and Development (R&D) as defined by the Frascati Definitions
of the Organisation for Economic Cooperation and Development (OECD).
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private sector. The future will demand a balance of continuing MOD and
industry R&T in key and emerging areas. Military o] the shelf (MOTS) and,
where appropriate, commercially o] the shelf (COTS) solutions can contribute
to meeting capability challenges, but cannot be the complete answer.

A5.11  There will be an enduring need for MOD R&T expertise to
support all aspects of defence capability and equipment acquisition,
ownership and deployment. We need to rapidly prototype technologies
for insertion into capability and understand how logistics and equipment
support can be made more e[Jcient and eJective through the use of
technology. Through all of this, the increased use of experimentation

and demonstration should enable us to determine how best to meet
these challenges. To achieve this we need to assess technology,

conduct analysis and integration, improve the acceptance process and
through life support process, including ohsolescence management.

A5.12  Thein-service life expectancy of major platforms is increasing.
New equipment and systems need to be even more flexible to meet
unpredictable demands, adaptable to ensure connectivity in a network
enabled world, and capable of regular upgrade. We must find ways to
exploit the global market and insert technology into military capability
to keep up with the high rate of refresh within many sectors.

A5.13  MOD, in collaboration with the UK Council for e-Business (UKCeB)
is undertaking a number of R&T projects aimed at establishing shared
information environments with industry. Recognising that many of

the major platform projects are multinational, the Transatlantic Secure
Collaboration Programme (TSCP) is focussed on providing a framework

for electronic collaboration that meets national and business constraints
on information sharing. Initially providing a secure mail capability,

the programmes goal is to provide a secure federated computing
environment that can be applied to a wide range of projects.

A5.14  There s also a need for a better understanding of the
human factors that determine information assimilation and
subsequent action, and the need to design information networks
across dilerent components of military capability.

Key R&T challenges for UK Defence:

@ maintain technological advantage to
counter emerging threats;

@ sustain investment levels to maintain
our relative global position;

@ develop knowledge management and systems
integration skills in the defence sector so that
technologies can be matured and integrated
into war winning systems for the future;

@ recruit/retain skilled people to act as the MOD intelligent
customer for R&T acquisition to meet defence needs;

@ develop design and acquisition processes to enable
technology insertion through equipment ife;

Defence Industrial Strategy

The way ahead
Responding to the challenges

A5.15  We have seen that Defence R&T investment is a critical enabler
for military capability and the competitiveness of our defence industry. It
also impacts on defence sales and the UK economy via the spin out of civil
technology companies arising from defence R&T spend®. Employment and
training opportunities in high-technology also provides broad support to
wealth creation in the UK. We have recognised that the environment we
operate in has changed. Industrialised nations remain very strong in the
field of R&T, but developing nations are investing significantly, with civil
sector research leading in some dual use areas, specifically ICT. In addition,
the nature of the threat has changed and we can expect opponents to

use MOTS and COTS systems (often combined) to challenge us and our
interests. In this new environment, we will have to horizon-scan electively
technology advances (both threats and opportunities) and to access and
exploit the best technology to give the UK Armed Forces the military
capability required. In order to move forward, there are several areas that
we need to address, including how we maintain our capability, how we
access technology for exploitation to meet our requirements, and how

to improve the way in which we conduct acquisition and exploitation.

Setting and aligning national defence R&T priorities

A5.16  InPart B of this strategy an analysis of the cross-cutting
technical priorities for defence capability identifies those areas in which
the UK needs to sustain or develop technological strength; there are
areas of technologies with emerging defence relevance, which we

need to watch. And we also need to look at where the convergence

of key technology fields like ICT, life sciences and nanotechnology
might create new threats or capabilities with defence relevance.

A5.17  The majority of MOD’s research programme is broadly aligned
with the Department’s needs. However, we must ensure that our
future research programme remains strongly aligned and is able

to address rapidly the changing defence and security situation. We
will ensure that our Defence Technology Strategy (DTS) continues

to be aligned with defence policy and capability requirements.

We will work with industry and universities to update the DTS and
also engage in joint horizon-scanning activities to identify those
emerging technologies with potential defence relevance.

Research and Development at Dstl.

$1The extent and value of spillovers between the defence and civil
industries is subject to much to debate and there are many anecdotal
examples of spillovers either way, but the overall picture is not clear.
MOD, DTl and HMT will be conducting further research in this area.



Maintaining the quality and
competitiveness of national R&T

A5.18  Having agreed the priorities it is important that UK
Government and industry work together to invest and maintain
those key areas and the skilled R&T people we need to work in
them so as to maximise the value from our investment.

Working more electively with industry:

@ the MOD Technology Strategy identifies those
technologies we believe are critical to defence;

@ through ‘Suppliers Days'we present the R&T
challenges we face and the elects we seek;

@ increasing the amount of the research programme open to
competition should broaden and deepen the supplier base;

@ partnering with industry and universities in our 6
Towers of Excellence to shares benefits and costs
and increase the pull through of technology;

@ Defence Technology Centres (DTCs) foster
collaboration with industry and universities;

@ jointly funded by MOD and industry;

@ MOD has earmarked £90 million to
the DTCs over a 5 year period;

@ theyare diverse and cover; Data and
Information Fusion; Human Factors Integration;
Electromagnetic Remote Sensing, and; Systems
Engineering for Autonomous and Systems;

@ spinning in COTS technology where it meets defence needs.

A5.19  The UK Government has set a target to raise national investment
inR&T to 2.5% of GDP by 2014¢. To support this national policy, the
defence sector needs to maintain investment in R&T to a level that
allows us to retain world-class capability in critical areas of national
importance, an attractive partner for collaboration and an intelligent
customer for systems or technologies, which will include MOTS and

COTS. We will increase the value from our joint investment by:

@ focusing on the capabilities needed to meet
national defence and security priorities.

@ working in partnership to share the costs of developing
new ideas and to de-risk capabilities and systems.

@ understanding and exploiting value in the supply chain.
@ improving the acquisition process.

Maintaining the UK skills base
A5.20  The UK Government recognises the need for a stronger supply

of skilled R&T stall and the defence sector is no exception. UK industry
continues to lament the shortage of skilled engineers (41% shortfall), skilled

8 Science and innovation investment framework 2004-2014 July 2004

technicians (32%) and managerial and professional skills (28%)’. According
to the Organisation for Economic Cooperation and Development (OECD), the
UK has 5.5 researchers per 1,000 people employed (below the OECD average
of 6.5) compared to 7.1 in France, 8.6 in the US and 15.8 in Finland®,
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Laboratory sample testing - Dstl.

A5.21  The Roberts review® found that fewer students were choosing
to study science and engineering disciplines and it concluded that
attractive alternative careers for science graduates would constrain their
supply to R&T employers and reduce innovation. The Government Chief
Scientific Adviser has recently pointed out that the proportion of students
studying for degrees in science has increased from 38% to 41% between
1997/98 and 2003/04, though the increases were mainly in biological
and computer sciences. There has been a decrease in A-level entries in
mathematics, physics, chemistry, computer science and biology of 7.5%
from 1997 to 2004°. However, there are still relatively few students
entering mathematics, hard science and engineering degrees™.

A5.22  InMOD, our Head of Profession is charged with meeting

MOD’s needs for R&T stall. In order to make use of both national and
international R&T, MOD and industry need in-house R&T stal] with
knowledge and systems integrations skills who can pull technologies
together to develop capability solutions. We will also want teams which
have true technical depth and world class research expertise in those
priority areas we wish to lead as a nation. Increasingly interdisciplinary
teams make the greatest contribution to knowledge advances.

Widening the R&T supplier base

A5.23  The MOD is moving away from doing most of its research in-
house and is encouraging competition from industry and the university
sector. DERA has been splitinto the Defence science and technology
laboratory (Dstl), which focuses on core defence research that must be
done in Government, and QinetiQ. In 2002/03 around 90% of our applied
and corporate research was done in Dstl or QinetiQ. By 2009/10 we plan to
compete around 60% of the research budget*? that equated to our applied

TEEF South Employer Survey 2003

8 Strategic Science provision in English Universities. HOC Select
Committee on Science and technology inquiry 2005.

¥ Sir Gareth Roberts, SET for success — the supply of people with
science, technology and mathematics skills, April 2002.

UK must go on promoting and funding science

- Nature Volume 483, 3 November

1Science and innovation investment framework 2004-2014 July 2004
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and corporate research programme, retaining only 35% in Dstl, as depicted
in Figure AS(ii). QinetiQ is free to compete with or partner with companies in
bidding for competed research, and has won work that MOD has competed.
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Figure A5(ii) — Increase in competition in the MOD Research Programme.

A5.24  Inaddition to developing the supplier base through competition,
initiatives like Towers of Excellence and Defence Technology Centres have
helped to increase partnering arrangements, share costs and improved

bid quality. We are also developing the work we do through collaborative
ventures: for instance we are pursuing the setting up of joint government/
industry partnerships such as an International Technology Alliance (ITA) in
the realm of network and information sciences (UK/USA) and an Innovation &
Technology Partnership for Guided Weapons technology (UK/France). Where
elements of the R&T programme are contracted out, it remains MOD policy
that, to the extent allowed by our international obligations, this work should
normally be carried out onshore. This is to ensure that the UK retains and
develops those capabilities required for its national defence and security.
However, we shall seek to increase competition in Europe to its maximum
useful extent via the use of research collaboration between governments;
competition will be the preferred method for letting such contracts.

Changing the way we access R&T to
support military capability

A5.25  We will work with the national and global technology
supply chain to meet the demands of the military requirement. We
will compete much of our research programme, which will help
develop the supplier base. We will also better target our international
collaboration activities to access global R&T with defence relevance.

A5.26  We will use the commercial market for our capability solutions
wherever appropriate but the ability to provide an intelligent customer
function for MOTS and COTS solution will persist. This transfer, and
adaptation as necessary, of civil technologies, either directly or via products,
into Defence is called ‘Defence spin-in’ Expert in-house R&T capability

will maintain the UK's credibility in areas of international collaboration.

A5.27  Maintained fully in the UK - This R&T capability will be of
vital strategic importance to UK Defence and will require full provenance
of a UK supply chain to protect our security and sovereignty.

A5.28  Collaboration with International partners - The
role of collaboration is to support technological excellence in
strategic defence areas, and to provide a wider understanding of
defence applications across the technology domain. The latter is
particularly important for commercially led technologies.

Defence Industrial Strategy

Technology tiers enabling Defence capability:

@ maintained fully in the UK. (Full provenance
and sustainability of supply);

@ collaboration with International partners.
(Visibility and trust in supply chain coupled with
influence and knowledge gain in R&T);

@ MOTS solutions. (Military systems with some
provenance and sustainment of supply chain);

@ COTS solutions. (No need for provenance
or sustainment of supply chain).

A5.29  The MOD's international collaboration strategy will enable us to
identify nations’strengths and develop partnerships that will increase UK
and partner nation military capability. Around 12% of our current research
programme would not be achievable without international collaboration
and it is essential to sustain this if we are to continue to operate alongside
high technology allies. Our main partners for collaboration are the US and
European nations, specifically France and Sweden. Italy may also increase in
importance, in line with the inward investment of Italian industry in the UK.

International R&T Collaboration:

@ we will pursue international research collaboration
where it adds joint long-term value to Defence;
this may also provide benefit to industry;

@ research collaboration can produce a return of up
to five times the value of the UK investment;

@ research collaboration with the US will continue
to be of significant mutual benefit;

@ CEuropean collahorative research will focus on joint industrial
programmes to develop defence relevant technology;

@ the European Defence Agency is expected to help identify
opportunities for collaborations between European nations;

A5.30  MOTS solutions - There will be instances in which MOD
paying for the development of technology and equipment neither
represents good value for money nor is essential to maintaining national
capability. In those cases we shall go to the best possible source to

meet our needs, subject of course to security considerations.

A5.31  COTS solutions - These will meet many of our technology
needs from the broader industrial and university base. Furthermore as
the global investment in R&T continues to increase, and as an ever larger
number of countries contribute to this overall growth, it will not be

12 NAO report Management of Defence Research and Technology 10 March 2004.
(note this refers to what were the applied or corporate

elements of the research programme which formed the QinetiQ

assurance and not the whole research programme).



possible for the MOD to support cutting edge R&T activity across all areas
of R&T relevant to defence. However, it is unrealistic to assume that the
majority of future defence needs could be met with COTS solutions.

Advanced mobile communications for the battlefield - QinetiQ.

Defence ‘Spin-In’and COTS:

@ globally, civil markets are an important driver of science and
technology. It makes sense to harness these civil technologies
for defence use, an example being the military use of ICT;

@ an active programme of technology watch is essential
to ensure that we identify these technologies;

@ most ‘spin-in'is the purchase of COTS products, rather
than the utilisation of civil intellectual property;

@ the diTculties with integrating commercial civil
products into complex military systems can often
lessen the attractiveness of a COTS solution;

@ our R&T programme focuses strongly on those
technology areas in which the civil sector is
unlikely to produce the solutions we need;

@ where our research programme generates technology with
dual-use we shall continue to ensure that is exploited to its fullest
potential, through review of our intellectual property policy.

A5.32  Figure AS(iii) represents a complex modern military platform
through a small number of top level systems. These systems will contain

a balance of bespoke, MOTS and COTS equipment. Whilst COTS systems

will be heavily utilised to ensure cost electiveness, there will always be
significant elements that must be bespoke defence technology led. e.g.
weapons, countermeasures, sensors, combat systems, aspects of propulsion
and elements of platform design. It must be noted that the balance of
design and development elort can vary significantly depending on the

project. The key is to understand where civil COTS can be integrated alongside

defence technology to give value for money and military capability.
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Figure A5(iii) — Breakdown of military platforms by system
type (balance of design & development eJJort).

Ensuring R&T feeds into and improves
the defence acquisition process

A5.33  R&Tmustalso be used to improve the acquisition process by supporting
our ability to make better decisions and enabling us to identify more cost-elJective

ways of meeting capability needs. Appropriate and targeted investment in
this area can reduce risk throughout the acquisition process, through analysis
to generate informed options and an increased understanding of technological
risks, the use of exploitation plans and technology demonstrator programmes.

Exploitation plans and technology
demonstrator programmes

A5.34  Weshould seek torealise the value of innovation by exploiting it in new
equipment or new processes. Equipment related MOD R&T programmes should
include a greater emphasis on the development of demonstrators2. This requires
better exploitation plans from the start of a research project, which will be used as
acriterion for the provision of further funding. This will help the MOD and industry
determine where funding is most electively allocated and allow better alignment
of funding between the Equipment Plan and the supporting R&T programmes.

EDective technology insertion in acquisition

A5.35  The time between major platform procurements is increasing, as is

the proliferation and rate of change in R&T. The UK must increase the pace of
technology insertion, drawing upon advances in the defence and civil sectors.
This will allow us to respond to both evolution (the norm) and revolution (the
exception) in capability. We should look to open architectures that facilitate
incremental technology insertion (i.e. ‘plug and play"). Platforms and systems
should be designed with upgrade and flexibility in mind, noting that new roles for
existing equipment will be identified to respond to changing threats. We cannot
keep pace with US investment, but we must ensure that we are interoperable
with them. If we can find a way to plan and acquire our systems and platforms
with technology insertion in mind then we can better sustain the capability of our

military equipment in a more cost eCective way. This will maintain the standing of
our military capability where it needs to be, relative to other allies and competitors.

In seeking to achieve an increase in the pace of take-up of appropriate technology,
the UK will continue to draw upon advances within the defence and civil R&T
sectors. We need to identify those technologies that are likely to evolve rapidly
inorder to target the areas we need to design for modularity and insertion.

12The Management of Defence Research and
Technology Part 4 NAO Report March 2004
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PCR minilab a device to rapidly identify biological
agent present in sample - Dstl.
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(a) Breakdown by technology phase
Value in the technology supply chain — a key power-system

component showing the dilJerent types of organisation engaged
atvarious stages in the product’s lifecycle, highlighting the

employment of a wide range of specialist technological providers in

the development of a single component within a complex system
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(b) Breakdown across whole-life
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Figure A5(iv) — Organisations involved in through-life
capability sustainment of a propulsion system component.
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Understanding and exploiting value
in the technology supply chain

A5.36  We will work with industry to gain a better understanding

of the nature and structure of the technology supply chain from prime
contractors through to the lower tiers. We will continue to meet most of
our major technology and acquisition requirements through large prime
contractors, given their expertise and experience in systems integration.
However, in today’s world of rapid technology change, there also needs to
be a more elJective engagement with the so-called ‘lower-tier' suppliers;
namely the small and medium sized enterprises (SMES) and universities
who are often involved in the development of very novel technologies
and materials. We need to understand value at all levels, highlighting
the role of innovation through the supply chain. One example of the
varied technology suppliers to a major prime contractor developing a key
component in a propulsion delivery system is shown in Figure A5(iv).

A5.37  The critical role of the prime/system-integrator organisation is

to manage the overall design, concept and architecture of the system and
the sub-system technologies. A key technological component may liein a
SME and it is important that both the prime contractors and the lower-tier
technology sources are supported to ensure access to innovative technology.

A5.38  The MOD, major defence industries, universities and the DT!

need to make a combined eCort to identify innovative SMEs and their
capabilities and improve means of engagement with them. Itis important
that SMEs are made aware of the opportunities available to them with
defence as a possible market for their innovation and technologies.

Innovation and technology to enable
through life capability sustainment

A5.39  Greater utilisation of innovation and technology will ensure
that incremental capability insertion can be achieved and that system
and component obsolescence can be overcome. Technology exploitation
may be targeted at the reduction of through life cost and the reduction
of the logistics and maintenance burden experienced with older
equipment. These benefits could be delivered throughout the supply
chain to enhance the operational availability of military capability.

A5.40  We will focus more R&T elort to support through life capability
sustainment and continue to work with industry to develop and insert
technology to increase the endurance of equipment in the expeditionary battle
space and successfully deliver capability whether on land, on or under water, in
the air and in cyberspace. This shift in focus, will enable through life platform
capability sustainment/enhancement programmes to insert new technologies
(e.0. new sensors, weapons, materials etc.) as they become suClciently mature.

Summary

A5.41  Many of the conclusions for the R&T community and how these
will be taken forward are contained in Part C and form an element of
how the DIS challenges will be taken forward. Here, those challenges
that are most pertinent to R&T are expanded to form an outline plan of
how to meet those challenges. We must agree the R&T and capability
areas we will undertake nationally and those we are happy to source

on the global market from other defence industries/civil sector.



A5.42  We must align our defence priorities to meet MOD's needs and
maintain the quality of UK R&T. Our R&T programme must focus on:

@ R&Taligned to MOD military capability needs;

@ and those emerging technologies that may be
disruptive/or have defence applications.

Computational fluid dynamics in Typhoon drag coe[Jcient modelling.

A543 We must play our part together in supporting the Government
strategy to get national R&T spend to a competitive 2.5% of GDP by 2014.

Technology sharing across the Atlantic

The relationship with the USA is in general a healthy one. While the

USA procures most of its equipment onshore, the UK defence industry
continues to do far better than most countries in competing for US
defence requirements, based on both a degree of mutual understanding
and trust in our security arrangements, building on our broader strategic
relationship, and mutual respect for respective industrial and technology
strengths. For instance, the BAE Systems M777 155mm lightweight
towed howitzer has been selected by the Marine Corps. We also welcome
companies based in other countries, including in the USA, which are
prepared to invest in the UK, especially where they bring with them
useful knowledge and help broaden the range of potential UK suppliers,
potentially helping to sustain key sovereign capabilities. In some cases,
UK subsidiaries of US-based suppliers have even supplied back into

the US market. That is not to say, however, that we do not continue to
pursue greater reciprocity of access with the USA. In particular, and

for sovereign rather than commercial reasons, we continue to strive

for improvements in technology sharing arrangements required.

The size and capability of the US defence market has made it a magnet for
UK-based defence industry, and an obvious source of supply of equipment

to meet UK military requirements that are predicated to a large degree on
US-led coalition operations. Reflecting this, the UK is currently involved in a
substantial number of co-operative programmes with the USA, the biggest
single programme being the Joint Strike Fighter. In addition a very large
number of UK programmes, and collaborative programmes with European
partners, are dependent to some degree on US technology. A number of UK
companies (led by BAE Systems and Rolls-Royce, but including Cobham, Smiths,
and others) have significant industrial footprints on both sides of the Atlantic.

A5.44  We must work together more electively with
industry (including SMEs) and the universities, to stimulate
innovation and exploit R&T to meet defence needs.

A5.45  We must grow the skills base to ensure we have the
necessary supply of highly skilled engineers and scientists.

A5.46  We must develop new ways of working together to maintain
national strengths, get better value from our joint investment, identify
and exploit UK innovation and intelligently access and exploit the global
R&T base; this will include placing greater emphasis on technology
demonstration. We must consider how to improve technology insertion,

thereby ensuring our systems and platforms have a battle-winning advantage.

A5.47  We need to examine how R&T might better support our
acquisition process. Through the use of better decision support,
adoption of new models for military eCect, implementation of
technology solutions it should be possible to provide more cost
elective military capability and reduce technical risk in the EP.

A5.48  We must further enhance the science and technology
‘literacy’and expertise of our stall. The MOD must provide career
structures for scientist and engineers that recruit and retain highly
qualified stal in an increasingly competitive global skills market.

To meet our own sovereign needs, it is important that we continue

to have the autonomous capability to operate, support and where
necessary adapt the equipment that we procure. Appropriate technology
transfer is therefore of crucial importance. This is so for any cooperative
project, but in practice dilIculties have arisen particularly with the

US, whose technology disclosure policy we have found less adapted

to the needs of cooperative procurement than those of our partners in
Europe. To reiterate, this is not about gaining competitive advantage

for UK industry; it is about being confident that the equipment we buy
meets the capability requirements against which it is procured and

can be modified eJectively to meet emerging requirements through

life. We fully recognise the need to ensure that intellectual property

is protected, and that appropriate measures are put in place to ensure
this; security is a key issue for us, just as it is for the USA. But a certain
degree of technology transfer is required if we are to be able to fully
cooperate with the USA (or any other partner) on our equipment
programmes. What we are striving towards is an agreed framework which
facilitates this whilst ensuring that our mutual security needs are met.

The importance of transatlantic defence industrial cooperation

lies in enabling both UK and US Armed Forces to acquire more
elective military capabilities, at better value for money, than would
otherwise be the case, and to cooperate together in pursuit of
common security objectives. Itis in the interest of both Governments
and of both industries to improve the current situation.

Defence Industrial Strategy
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Defence exports

Introduction

A6.L  During the Cold War, the Soviet Union supplied and dominated
markets in other Warsaw Pact countries and client states for the output
of its military industrial complex. There were also established defence
trade links between NATO countries and allies. Following the demise

of the Soviet Union and end of the Cold War, these established defence
trade links broke down and during the 19905 the export market
became more competitive, with for example, Russia and Poland now
competing in markets alongside the USA, the UK, France and others.

A6.2  Overthe last decade , the UK defence industry has won export
orders worth an average of £5 billion per annum, bringing significant
benefits to industry and MOD. This achievement has secured the UK as the
world's second largest defence exporter after the USA. Now that the market
has become more competitive, suppliers must be able to oJer customers a
broader range of services; the olJer of equipment alone is unlikely to meet
the total requirements of most customers, who now expect suppliers to
olJer package solutions covering equipment and support throughout the life
of a product. Indeed, as we increasingly encourage our suppliers to design
for through life capability management, this is an area where UK defence
industry can demonstrate increasing competitiveness in the global market.

A6.3  The UK defence industry has a range of world-class technologies
and products which it can oCJer allies. Much of this has been tested

and adapted as necessary by real operations, and as a consequence
potential export customers can have more confidence in its reliability
and performance. UK success in overseas markets has traditionally been
in major platforms, but exports of sub-systems and the provision of
support services are becoming increasingly important. SMEs have an
important part to play in maintaining the UK's strong market position.

A6.4.  The UK defence industry has also gained competitive
advantage in export markets by oJering the UK's world leading
design excellence and pioneering innovation & invention skills. This is
especially potent where another nation’s design capability is fragile or
has been lost. This type of export has the added benefit of helping to
sustain our own design capability for use on national programmes.

A6.5  Defence exports bring commercial benefit to UK companies
and around 20% of UK defence employment is in export work. However
a UK defence industry that is able to generate significant export revenue
also has value for Defence for a number of more specific reasons :

@ Defence exports support defence diplomacy
and in some countries may act as a key enabling
activity for a bi-lateral defence relationship.

@ Defence exports contribute to building local operational
capability and therefore enhance interoperability with
our own forces, especially during peacekeeping missions.

@ Longer production runs also spread fixed overhead costs. The
benefit thus accruing to industry may be shared by us in the form
of lower prices on future purchases from the same supplier.

@ By sustaining longer production runs and olering opportunities to
develop equipment for export customers' requirements, defence
exports help to maintain key sovereign capabilitiesin
both production capacity and systems engineering skills, which
we might otherwise have had to intervene to maintain.

Lynx.
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A6.6  Forthese reasons' , the Government puts considerable elort into
supporting responsible defence exports, in pursuit of our broader foreign
and security interests and for the direct value to Defence that they generate.
This elort is led by our Defence Export Services Organisation and supported
by other parts of the MOD, the Armed Forces and wider Government.

The Export Credits Guarantee
Department supported £766m of
defence business in 2004/2005,
representing 38% of the total
business supported.

A6.7  The UKisalso at the forefront of promoting internationally the need

to ensure defence exports are responsible. With a wide range of other partners
the UK has made progress since 2003 in building support for international
agreement at the 2006 UN Small Arms and Light Weapons (SALW) Programme
of Action Review Conference on minimum common criteria to underpin controls
on transfers of SALW (including import, export and transhipment). Although

the UN Programme of Action specifically only covers SALW, and is politically
binding, any principles that are agreed may eventually have wider implications
than SALW. In the slightly longer term the UK is also pursuing the wider objective
of alegally binding international treaty to cover the trade in all conventional
weapons. The UK has set out six criteria for such a treaty, calling for it to be: -
legally binding; include all conventional arms; a separate, self-standing initiative;
based on core principles, which make clear when exports would be unacceptable;
have an elective mechanism for enforcement and monitoring; and include
awide range of signatories, including the world's major arms exporters.

A6.8 There are also a few potential risks associated with defence exports,
which need careful managing if both appropriate sovereignty and value
for Defence are to be protected — for instance, of the unintended transfer
of technology, and the risk that a friend now may be a foe later. To manage
these risks, we have a number of tools, including the following:

@ \Weapply Strategic Export Controls to prevent exports we believe to
be inconsistent with our legal commitments and wider policy. These
take into account for example the UK international commitments,
including sanctions and embargoes; respect for human rights
and fundamental freedoms; the internal situation in the country
of final destination; concerns that proposed exports might be
used for internal repression or international aggression; risks to
regional stability; national security; the recipient’s attitude to the
international community, including towards terrorism; the risk of
diversion; the risk that the cost of the export would have negative
developmental impact; plus other considerations as described in
the Consolidated EU And National Arms Export Licensing Criteria.
All export licence applications are considered on a case-hy-case
basis with the MOD, FCO and DfID advising the DTI as the licensing
authority, with Cabinet-level Ministerial discussions as necessary.

@ Arecurrent theme throughout the DISis that we along with the
defence industry need to understand more clearly the complete
supply chain needed to sustain sovereign capabilities. While
exports will often sustain supply chains that would otherwise
have been without business, this can be undermined by other
nations'requirements for oCset —i.e. that particular elements of
the work on UK programmes should be subcontracted oCshore
or new industrial capabilities established in their territory. Other

governments'directed olJsets can have a particularly distorting
elect on the supply chain’s operation, however, and thus create
sustainment issues for domestic sovereign capabilities. MOD's
own approach to ollset, known as industrial participation, does
not specify where work should be placed, but encourages foreign
bidders to use UK sub-contractors on a competitive basis.

Merlin helicopter.
New opportunities for export advantage

A6.9  The UK Armed Forces enjoy a high international reputation and
there is no better recommendation when marketing UK defence systems
overseas than emphasising its UK in-service credentials. It is much harder to
sell equipment abroad that has not been endorsed by the UK Armed Forces.

A6.10  Ingeneral, defence industry’s priority is to produce systems to meet
the requirements that we specify, as the main customer. Hitherto, export
opportunity for a particular product has not necessarily been factored into

the earlier design stage. This means that, in many cases, UK equipment is too
sophisticated and therefore too expensive for many potential export customers.
This has tended to be the case for example with warships, and the UK has lost
market share to competitors that have considered exportability at the early
design stage of a platform. This has involved the adoption of greater modularity
in design that then allows the supplier to olJer a dilerent set of options to export
customers. As we move more to through life capability management ourselves,
facilitated by open architectures and modular approaches, there is now an
opportunity to consider at the design stage of a programme features which
would enhance a product’s exportability (and reduce its through life costs).

A6.11  Further, given the internationalisation of the defence industry, most
products on the market now contain a mix of sub-systems sourced from diCerent
suppliers, regardless of whether they have been developed in collaboration with
other nations or in response to a UK requirement. With the high levels of foreign
investment now in the UK defence industrial base, there are greater opportunities
for UK-based companies to work in partnership or in collaboration with overseas
firms, thus giving them broader market access. For example, the recent teaming
arrangement between AgustaWestland and Lockheed Martin led to the recent
success of US 101 - derived from the EH 101 - in the US Presidential helicopter
competition. In addition, since there remains further scope for consolidation
within the global industry, there may be opportunities for UK companies to
access new markets by virtue of selected merger and acquisition activity.

! Arguments for supporting defence exports in terms of wider economic costs
and benefits. e.g the balance of payments, are sometimes also advanced.
Agroup of independent and MOD economists ( M Chalmers, N Davies, K
Hartley and C Wilkinson - ‘The Economic Costs and Benefits of UK Defence
Exports: York University Centre for Defence Studies, 2001), examined these, by
considering the implications of a 50% reduction in UK defence exports. They
concluded that the “economic costs of reducing defence exports are a relatively
small and largely one oCl...as a consequence the balance of argument about
defence exports should depend mainly on non-economic considerations.”

Defence Industrial Strategy
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Choosing the right approach

A7

Competition, alternative approaches
to competition and presenting,
measuring and delivering

value for money in defence

Competition

A7.1  Asustainable and competitive UK defence industry remains essential
to the delivery of military capability to the UK's Armed Forces. Openand

fair competition is a fundamental component of our procurement policy to
deliver alordable defence capability at better overall value for money.

A7.2  Figure A7(i) shows that over the past four years, about three quarters
of our contracts, by value, have been let competitively, covering the full
spectrum of procurement from major equipment projects through to clothing
and supplies.
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Figure A7(i).

A7.3  Procurements for non-warlike goods and services are conducted
inaccordance with the European Union Procurement Regulations. We will
work with the European Defence Agency with regard to the procurement of
warlike goods and services, to harmonise the UK's approach with the voluntary
Code of Conduct on more open competition. In addition, we will continue to
advertise our requirements to encourage suppliers to seek business at all levels
of the supply chain. This Chapter explains how we will adopt procurement
strategies to make best use of available capabilities and capacities.

A7.4  Weare tackling industry’s concerns about the expense and
uncertainty that can arise from protracted and ine[Jcient tendering. We
are taking steps to speed up decision making and to minimise costs. For
example, we will place more emphasis on targeting smaller numbers

of potential suppliers with the best credentials to bid for individual
requirements, rather then rely on a large panel of bidders just to maintain
competitive pressure - expensive in terms of the cost of bidding, the time
it takes to down-select and evaluate a large number of bids and unfulfilled
supplier expectations. We will extend the use of streamlined procedures
to pre-qualify potential bidders, to select early a preferred bidder and to
make the maximum use of automated evaluation tools and processes.

Defence Industrial Strategy

A more flexible approach

A7.5  Withincreasing technological complexity, globalisation and
industry consolidation, priced based competition may not automatically
result in the best opportunity for successful acquisition or maintain

key sovereign capabilities. This places challenges on our relationship
with industry which remains firmly rooted in project performance.

A7.6 Whilst competition allows the advantage of tangible price
comparison determined by market forces and the ability to compare competing
proposals for compliance, it can also sometimes drive unintended behaviours
and consequences for both us and industry. These may include unrealistic
timescales, an over optimistic assessment of risk and hence cost, and the
potential loss of flexibility for timely insertions of technology in the future.

A7.7  Wewill continue to use market forces where we can to determine
better value for money, but defence is not a perfect market place. We will
therefore adopt procurement approaches that consider the nature of the
market in the relevant sector and provide the flexibility to respond to structural
changes, so as to sustain key sovereign capabilities and to ensure long term
value for money. The Key Supplier Management process will enable us to
assess the strategic and aggregate impact of diJerent potential acquisition
choices, particularly those that have significant industrial base consequences.

A7.8  Whilst this Chapter focuses mainly on our relationship with
prime suppliers, we fully recognise the important role played by Small
and Medium size Enterprises (SMEs) - defined as companies employing
250 people or less - which constitute a significant core of direct suppliers
to MOD. In 2004/05, just over half of the MOD contracts let were directly
with SMEs, accounting for over half a billion pounds. Many SMEs play
acrucial role in meeting Urgent Operational Requirements (UORs),
undertake prime roles for smaller requirements, and are potentially
well placed to fulfil other roles in the context of the Models described
below. We are widening our supply chain focus below the prime level

to identify critical sources of key capability and technology and further
to encourage SME entry into a broader range of defence opportunities.
Whilst the MOD already has supply chain oversight* provisions in place,
we are developing senior level links with regional industry groups
where issues of specific interest to SMEs can be bought to our notice.

Alternative approaches

A7.9  The 2002 Defence Industrial Policy (DIP) recognised that even
in competitive environments there are a number of wider factors besides
cost and operational electiveness, aJordability and long term value for
money that will influence supplier and procurement selection. These
include security of supply and the retention of key technologies and
industrial capabilities, the implications for export potential, our wider
policy framework and industrial participation. In addition there are
procurement factors that may be assessed and these are addressed in
the models set out below. These factors will be included in Invitations
to Tender (ITTs) with relative weightings, and will embrace wider
factors insofar as they relate to the individual procurements.

1 The MOD/Industry Commercial Policy Group Guidline No5 (Defence
Acquisition, The Commercial Framework Codes of Best Practice).



A7.10  TheDIP further recognised that there are occasions when competition
may not be ahle to deliver the best long term value for money or sustain key UK
defence industrial capabilities. We will not pursue competition beyond the point
where it can olJer long term advantage or where the cost of running a competition
is demonstrably disproportionate to the benefits that might be achieved.

A7.11 Overall, the key objective from our perspective is how to present,
measure and deliver value for money in situations where competitions are
not held.

A7.12 We will consider alternative approaches to competition in the
procurement situations set out below. They are not intended to be prescriptive:

@ Onesupplier has the capacity and capability to deliver the
requirement and is chosen because it is the sole source of supply, or it
is chosen on the basis of consistently high performance compared to
other suppliers, or it is the only suitable supplier to sustain sovereign
capabilities in industrial base or other procurement grounds.

@ Nosingle supplier has the capacity and capability to deliver the
requirement and where an inclusive and willing group or groups of
suppliers might be formed and sustained.

@ The through life support of a capability that requires the engagement

of the equipment Design Authority and/or other systems engineering
capability.

0000000I00000bonOooon

10 O

I T A A
N A T M
0

00000MIOro0oNobOnomoonoot O ooiooen
A A T G
00Ioomomooomoem

— 00000000
. 0T

@ Competition exists but the procurement can readily be compared
or benchmarked against similar technologies, supplies and
services, or for UORs where equipment is readily available.

A7.13  The models below, and Figure A7(ii) show how
we will select suppliers and undertake value for money
assessments in these diCJerent procurement situations.

A7.14  The approaches set out in this Chapter are intended as a
guide to our acquisition teams and industry in designing procurement
strategies to achieve the best project outcomes and in making value for
money and investment comparisons and decisions. The success of these
approaches will depend on a number of key cultural enablers including:

@ establishing and sustaining the right relationships and
behaviours across the acquisition community;
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@ extending ‘best practice’ partnering approaches
to appropriate MOD projects;

@ engendering more openness and transparency in our dealings
to secure better long term value for money for the Government,
and profitability (based on good performance) for industry.
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Figure A7(ii): Factors to be considered
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Stad atwork at the Defence Procurement Agency at Abbey Wood.

Model 1: One supplier has the capacity and capability to deliver the
requirement and is chosen because it is the sole source of supply, or it
is chosen on the basis of consistently high performance compared to
other suppliers, or it is the only suitable supplier to sustain sovereign
capabilities in the industrial base or other procurement grounds.

Considering the approach

A7.15  Forlong-term projects, alordability, timescale, priorities and technology
insertion plans will be communicated wherever possible so that suppliers can
make informed and focused investment decisions and assess opportunities prior
to commitment. Early notification will also enable suppliers to participate in the
process of identifying trade s between performance, time and through life cost.

A7.16  Indevising the procurement strategy, consideration will need

to be given to factors other than price; where there is technological
uncertainty at the early stages of the capabilities lifecycle, this may not be
determinable to acceptable level of accuracy. The outcome is ultimately
focused on acommercial arrangement with a single legal entity.

Supplier selection

A7.17  These considerations are likely to be particularly relevant to the
Assessment Phase (AP) of a project where priced based competition may not
produce the best value outcome. In selecting potential suppliers, we will assess
past and current performance, organisational capability, the pull through and
utilisation of technology and capability, evidence of co-operative partnering
and continuous improvement in productivity and reduced through life costs.

A7.18  Whena project progresses from the AP to the Demonstration and
Manufacture phases, the early down selection of a preferred supplier from a
group of competing suppliers, may be determined by comparative reference
to the factors described in the ‘Assessing Value for Money'section below.

A7.19  Wherethereisaneed toselect apotential sole source supplier i.e. where
the package of work itself creates or supports a critical industrial capability for
reasons of sovereign control, but which is insuCcient to maintain multiple suppliers,
the above selection criteria will apply but with the emphasis on informing a
decision about whether to proceed on value for money and alordability grounds.

Defence Industrial Strategy

Project control

A7.20  Atthe heart of this approach is the pursuance of improved,
through life project and commercial arrangements that allow more
flexibility backed up by an incremental approach to contracting, a genuine
emphasis on de-risking, and the identification of key indicators to measure
performance and to inform entry/exit decisions at each phase of the project.

Assessing value for money

A7.21  Forsole source requirements, the ultimate assessment of
value for money is taken at point of deciding whether to proceed to
meet the required military capability. The value of the capability may
be subject to benchmarking, but where no such benchmarks exist this
decision will be against the absolute need of the capability, its relative
priority and its relative aJordability, throughout the capability life.

A7.22  Except for most sole suppliers, the prospect of follow on work

will be a powerful incentive; the supplier’s demonstrable performance and
behaviours at key contract stages and the flow of sound through life value for
money proposals/solutions for follow on phases will be a determinant to the
placing of further packages of work. Where they exist, benchmarks derived
from competitive sources will also be used to inform the selection decision.

A7.23  Inthe absence of competitive price pressure, it would be essential
to adopt a robust approach to the assessment of cost. Parallel working by
MOD and industry estimators leading to agreed estimates of cost would
reflect the close and open working relationship necessary in this approach.

A7.24 It mayalso be sensible to use joint through life cost and business models,
in addition to backwards-looking open-book accounting; in the early stages

these models will inform planning and cost assumptions, providing the basis for
project cost estimates. During its life the model will be actively maintained to
inform subsequent business case and investment decisions and support project
governance. They will also allow ‘what if’ analyses for changes to the project

and periodic value for money assessments against external benchmarks.

A7.25  Inherent in the model construct is the joint commitment, which
will be enshrined in the commercial arrangements, progressively to populate
these models with the full costs of ownership as they develop and mature.

Model 2: No single supplier has the capacity and capability
to deliver a requirement and where an inclusive and willing
group of suppliers might be formed and sustained.

Considering the approach

A7.26  The focus falls on establishing a successful engagement with

a Prime Industrial Group, with the right culture and behaviours and a
willingness to work in an open, partnering environment to drive value

for money throughout the life of the capability. This will include a
commitment by the Group fully to share cost data and the business model
through which shareholder value is to be delivered whilst respecting
commercial confidentiality. The Group will seek flexible solutions with
open architectures to provide for the best capability outcome, and make
full use of COTS procurement wherever this gives better value for money.

A7.27  Incircumstances where we seek to acquire an integrated set of
military capabilities, for which we may not have the necessary domain
knowledge or expertise, we may partner with a systems integrator.

The systems integrator will work with us to establish the optimal mix

of capabilities and suppliers to meet the requirement, to make trade

ol decisions and to take a wider view of network enabled issues.



Supplier selection

A7.28  Inmany circumstances there may only be one Prime Industrial
Group which provides the breadth of delivery skills and industrial
capability and capacity to meet the anticipated requirement. It may

be necessary for us to act as facilitator during the period which leads

to the formation of the inclusive group. The criteria for selecting
eligible suppliers will largely be the same as that for Model 1.

A7.29  Informing the Group, a list of potential second tier suppliers
may be drawn up. Contracts Bulletin and, where appropriate, OClcial
Journal of the European Union (QJEU) advertising will be used to keep
the supply chain advised of future competitive opportunities.

Assessing value for money

A7.30  Aswith Model 1 except that the procurement would be through co-
operative working with the Group, in the spirit of openness and transparency,
where there would be open and full discussion of all relevant data by all
parties on an on going basis. This will not preclude the potential to compete
individual systems or indeed elements of the whole at various stages in

the programme, subject to the wider factors as discussed in chapter A9.

A7.31  Within the Prime Industrial Group we would wish to encourage
commercial arrangements that share risk and rewards and incentives to
drive costs down and to seek opportunities for improving value for money
through the life of the project. We will give therefore renewed emphasis
to Gainshare, Target Cost Incentive Fee pricing and the use of risk adjusted
profit according to the type of work carried out under the contract.

Model 3. The through life support of a capability that
requires the engagement of the equipment Design Authority
(DA) and/or other systems engineering capability.

Considering the approach

A7.32  With the approaching relative downturn in the procurement of
large new capability platforms, long term support is increasingly seen by
many suppliers as the primary source of revenue in the defence market
inthe future. Whilst the conventional position is to seek to compete
these requirements where it is practicable, and there will be instances
where this still represents the best option, we will consider alternatives to
competition where they olJer the prospect of better value for money.

A7.33  Thisis particularly pertinent for legacy systems where the DA
may have been appointed during the equipment procurement stage

and would have acquired intellectual property, extensive knowledge of
the design and expertise in its application. Thus the DA is best placed

to be able to interact eJectively with us to manage technical risk and
trade ol design investment with other aspects including reliability,
safety and maintenance. In some cases the relevant systems engineering
capability may be vested in a broader entity than the DA, especially
when upgrade or improved support opportunities require the insertion
of new technology, but it is very unlikely not to include the DA.

Supplier selection

A7.34  Generally, the preferred supplier would be the appointed
DA, subject to confirmation of competence, capability, capacity,
financial status and willingness to engage in an open cooperative
partnering arrangement. Maintaining this relationship is of course
dependent on demonstrating acceptable performance and satisfying
adequately the value for money and alJordability considerations.

Assessing value for money

A7.35  The challenge for us and industry is to find mutually acceptable,
robust commercial arrangements that incentivise delivery of the required
support at minimum and continuously decreasing cost and improved long term
value for money. In so doing, we would wish to transition from arrangements
that reward volume and the cost associated with that volume, to one which
rewards the active management of risk and the value it brings to defence

- contracting for availability and /or other aspects of military capability.

A7.36  Inreturn for consistently high and innovative performance, industry
might reasonably expect the prospect of greater reward with a better certainty
of revenue. The rebalancing of risks would almost certainly extend Industry’s
reach and influence into support areas traditionally managed by us such as
maintenance, stock control, storage and distribution. For upgrades, this might
also include opportunities to work collaboratively on capability management.

Choosing the

A7.37  Inherent in these arrangements is a willingness by us and industry to
build and sustain elJective partnering relationships, to work to a clear purpose
and inan open and transparent environment, to share performance and cost
data and to evolve a clearly understood business model that will incorporate
the full costs of ownership. These mirror the concepts detailed in Model 1.

Model 4. Competition exists but the procurement can readily
be compared or benchmarked against similar technologies,
supplies and services or, in the case of Urgent Operational
Requirements (UORSs), where equipment is readily available.

Considering the approach

A7.38  Recognising that competitions are costly in terms of time and
elort to both us and industry, it may dispense with competition where
acontract has recently been let for an identical or similar requirement
and where the value of the goods or services are small or the timescales
urgent. Ininstances where we have an urgent need to meet additional
capability requirements for specific operations, we will utilise our UOR
procedure. This is used for the rapid purchase of new or additional
equipment, or for an enhancement or essential modification to existing
equipment. This may require existing DA leadership in order to support
acurrent or imminent military operation or operational emergency.

Supplier selection

A7.39  Incircumstances where suppliers have been selected against
recently established value for money benchmarks, we will normally
place additional, related requirements with that supplier.

A7.40  For UORs, rapid response is of the essence and the assumption
is that there is a supplier of an available equipment that meets the
need. Although not exempt from the principles of competition the
rules governing advertising and bidding may be reduced or waived.

Assessing value for money

A7.41  We may negotiate with the successful tenderer, by benchmarking
against the contractual terms obtained following competition, to procure the
emergent requirement. In so doing we must be assured that the terms will be
at least as favourable as if a separate competition had been exercised. Such
practice occurs regularly for the provision of spares, consumables and services.

Defence Industrial Strategy 51
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Transparency

A8

Greater openness: increasing the
transparency of our future plans

Making a dilJerence through
greater openness

A8.1  Central to the DIS is arecognition of the need to develop much closer
relationships with our industrial suppliers, with a view to promoting closer
working, greater trust, increased partnership and a sense of mutual endeavour.
Critical to this — both as an outcome and as an enabler to change — is the need for
hoth ourselves and our suppliers to increase the transparency of our future plans.

A8.2  The need to respond to shifts of emphasis and priority, in accordance
with changes in the global security environment, evolving costings within
the programme, and to any overall changes driven by the spending review
process and other planning processes, will place limits on the certainty of
these plans. However we recognise that greater transparency - across the
lifecycle of a capability - has the potential to oler significant benefits for
both industry and Defence, providing it is appropriately managed. Being
more open ahout our future acquisition plans will help industry to plan for
the longer term and to make better informed investment decisions, with
corresponding mutual benefits through-life. It will provide industry with
an authoritative source of information; and it should also increase investor
confidence in defence projects. We are committed, therefore, to moving
substantially in the direction of greater openness with our suppliers.

What can industry expect?

A8.3  Inthis publication, we are already bringing together more
information about our plans in a single authoritative document than ever
before. We will in future continue to publish information routinely on the
content of the Equipment Plan, including a catalogue listing for post-Main
Gate projects of current forecast cost and 1SD data. This will be regularly
updated and published in the Departmental Investment Strategy, which
will also include details of the MOD's non-equipment investment.

A8.4  We recognise the significant disadvantages that lack of information
forindustry can imply, and the advantages in terms, for example, of cost-base/
overhead reduction, increased readiness and reduced cost of capital through
better investment that increased openness would facilitate. If an industry
decides to exit a business when we had undisclosed plans for future projects
there, or alternatively invests in the expectation of a likely requirement when
the most we might have is a capability aspiration, then neither industry nor
MOD benefits and we may lose important sovereign capabilities. To square this
circle, we are now ready to share more information than hitherto, recognising
that for certain data we will only do this in a controlled environment,

through nominated intermediaries empowered to speak authoritatively to
industry, and with industry representatives who possess appropriate security
clearances and who can protect the information appropriately. Our approach
will, of course, be driven by the imperative of securing an improvement in
overall value for money across the lifecycle of our capability requirements.
This will necessarily condition what, when and how we communicate to
industry. And we shall still need to protect information whose disclosure

could harm national security or international relations, undermine internal

Defence Industrial Strategy

policy formulation or prejudice our position in negotiations with suppliers.

Stal] atwork in MOD Main Building, Whitehall.

Sector-level information

A85  Atsector-level, we will share information on the overall indicative
planning assumptions for each sector, including illustrative Equipment

Plan expenditure, as well as that on research and through-life logistics
support, out to ten years. This will be at a level of detail that will enable

our suppliers to make informed decisions. We will also indicate the types of
technologies that we anticipate we will need to support new capabilities or
the incremental growth of equipment in-service. We will also engage inan
ongoing dialogue about the extent to which we believe a particular sector
or business is dependent on our future orders to retain the capability and
capacity needed to meet our sovereign industrial capability requirements.
We will also, as far as security restrictions allow, be prepared to discuss our
priorities for improved military capabilities over the next twenty years. All of
this information will be shared on the basis of a clear understanding that not
all of these areas will be, or may ever be, funded within the programme.

A8.6  Assetoutinchapter A2, our indicative planning assumptions are
subjects to change at regular intervals due to government planning processes.
Departmental budgets are usually set for the spending review period, and
beyond that, budgets can go down as well as up. This, together with costing or
strategic changes, may alter the information in the DIS.

Programme and project-specific information

A8.7  Thedata shared with suppliers on particular programmes and projects
will vary depending on the procurement strategy we plan to follow. Where
we are satisfied that there is a competitive market place and we conclude
that our indicative funding allocation is adequate we will not normally
release any additional financial information. If we have doubts about the
alordability of our requirements we are likely to give an indication of the
indicative funding allocation we have made and, where relevant, the profile
of that provision. In anon competitive environment the data we release will
depend on our knowledge of what the supplier can oler and the readiness
of both parties to share information for mutual benefit. Other considerations
willinclude the position of a project in its lifecycle; potential sensitivities

of international partners when the project is a collaborative one; and the
nature of the relationship already established with specific companies.



A8.8  Depending on how these factors apply to a particular project, the
types of information that we will be ready to consider sharing with industry
are:

@ capability requirements and planning assumptions on production
Quantities;

overall project timescales (including project inand out of service dates);
specific planned dates for inviting and receiving proposals and
tenders from industry;

@ overall budgetary assumptions for the through-life capability
requirement;

planned expenditure profiles;

associated procurement strategy;

logistic data required to support the formulation of cost-elective
support solutions; and

@ how wider factors will be included in our assessment of value for money.

A8.9  Indetermining what information to share, our emphasis will
be on releasing data that helps us to achieve our mutual objectives.

How do we intend to do this?

A8.10  Figure A8(i) illustrates the sector-level and project-specific
data that may be shared with industry for mutual benefit. It sets out:

Figure A8(i).
8
g \ 0oong
2 [ oooo i E el
=2 alali
OI007000I00000mI uaalulin miny OoOIOIIOOoNnano0ng
0 0000000000 s w almn i
: \ \ /
i 000ng
= J’ [DO000n

what information may be communicated;

who will be the principal focal point for such
communications in the MOD; and

@ who we anticipate will be the principal focal point
for such communications in industry.

A8.11  Itshows how a project’s position in the CADMID cycle alects the
type of information that we may expose on a particular project. Other factors
- asidentified above - may, on a case-by-case basis, increase or reduce the
amount of information we share for specific projects depending on our
judgement as to how this helps us to deliver long-term value for defence.

A8.12  Inthe case of sector-level information, given that our budget
tends only to experience major adjustments as part of the regular planning
round, it makes sense to convene a suite of ‘sector days' coincident with the
conclusion of our planning process. These events will provide the mechanism
for presenting our indicative planning assumptions and capability priorities
in each capability area (including relevant DLO spend) to our suppliers. This
process will be overseen by the Commercial Director of the MOD, whom we
are currently recruiting, and will bring together the relevant Key Supplier
Representatives, Director of Equipment Capability, the MOD's Supplier
Relations Group, relevant IPTs (wherever there is a particular interest) and
Science, Innovation and Technology stall. The National Defence Industries
Council Research and the Technology Committee will continue to provide

a forum for MOD, DTl and industry discussions on technology issues.
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A8.13  Inareaswhere we recognise there are particular sustainment or
e[Jciency issues to be tackled, we will continue to consider establishing
dedicated joint teams with specific companies, either on an individual

or collective basis, to analyse the issues and chart a way ahead. Within
such teams, with non-disclosure arrangements agreed, hoth sides will in
general share significantly more information about MOD’s plans, industry’s
cost base, and business models and agree assumptions for assessing
potential implications. We will however only set up such arrangements
where the need is clear and we see a mutual advantage; there will

not be standing teams of this nature for all sectors or businesses.

What we expect from industry in return

A8.14  Inreturn for greater visibility of our future plans, we will expect

our suppliers to increase the transparency of their future plans and business
information so that we can help confirm the overall coherence of what
together we are aiming to achieve. In doing so, we acknowledge the need

to protect the commercial confidentiality of company data. We also expect
industry to acknowledge that the planning data we provide is just that. It will
be olJered on a ‘without commitment’ basis and comes with a‘health warning':
to reflect changes to the environment within which our Armed Forces operate,
our plans (like those in the private sector) will vary from year to year, and

firm budgets cannot be set beyond the spending review period - MOD's plans
are subject to change at regular intervals. Industry will also need to respect
the confidence in which planning data is provided to them, in line with the
obligations and expectations that are already well-established between us and
our suppliers for handling sensitive data, and to be much sharper in focusing
its dealings with us via authorised communication channels, rather than the
much broader approach that is often adopted. Inall of this, there is an explicit
recognition that the greater trust that we will be investing in industry must be
reciprocated: how industry responds will condition our approach in the future.

Defence Industrial Strategy



Wider factors

A9.L  The Defence Industrial Policy (DIP) was founded on the importance

of equipping our Armed Forces e[lciently with the tools they require to meet
the challenges they face. This remains the fundamental starting point for the
DIS. Each year a large proportion of the defence budget is spent on procuring
and supporting equipment. It is these activities that in elect define and delimit
our industrial policy. Above all, our relationship with the defence industry must
be rooted in project performance —ensuring that reliable and supportable
equipment is developed and delivered within time and price constraints. It

is not just the magnitude of Government defence spending but the eClcient

use of those defence resources that enables the UK to have the most elective
armed forces in Europe. It is not in the interests of the taxpayer or our Armed
Forces for an industrial policy to dilute this fundamental principle. We also need
to recognise, however, not only individual project priorities, but the complete
interaction between Government and industry. And we need to be aware of the
cumulative impact of potential decisions about individual projects on industry.

A9.2  Itisfirmly within this context that the Government seeks to
maximise economic benefit to the UK from defence expenditure, by the
development of technological skills, the creation of intellectual property,
and an increase in the investment in the UK industry derived from
exports. The Government recognises the contribution that a vibrant and
innovative defence industry makes to employment, the economy and the
national science and technology base. In particular, we aim to sustain

an environment which will enhance the competitiveness of industry.

A9.3  ThisDIS covers three areas in which we can promote these goals:

@ making the UK business environment attractive for investors
toinvest in our defence industry (which we continue to
define as in the DIP —i.e. embracing all defence suppliers that
create value, employment, technology or intellectual assets in the
UK, including both UK and foreign-owned companies). Chapter
Ad explains how the Government, as a supporter, regulator,
planner, customer and investor, is pursuing this. Some of the
measures include, but are not limited to, the defence industry;
for instance, we have specific strategies for manufacturing and
technology, which include the defence industry, and the UK’s stable
macroeconomic environment is attractive to investors in all sectors;

@ clearly identifying those industrial capabilities which we
need, for national security reasons, to retain in the UK,
and, where these are threatened, developing sustainment
strategies to foster and maintain them. Part B identifies these
by sector, in the context of the future Defence requirements we seek
tofill, as covered in broad terms in Chapter A2, and the changing
industrial landscape, as described in Chapter A3 (both of which
are covered by sector in more detail in each sectoral chapter);

@ for specific procurement decisions, including designing
procurement strategies and setting assessment criteria for
competitions, ensuring that our consideration is based on
long-term value for money, operational eectiveness and
alordability, and also takes into account wider factors where
these are relevant. Chapter A7 gives a broad overview of how
procurement strategies are designed; this chapter considers in more
detail how those wider factors are identified and taken into account.

A9.4  TheDIP laid out the key factors to be taken into account in
acquisition decisions:

@ operational eJectiveness and cost, whole-life not just
initial acquisition cost, to assess value for money. The tool for
assessing this is usually a Combined Operational ECectiveness
and Investment Appraisal (COEIA), combining operational
analysis and standard investment appraisal techniques;
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@ ourpolicy is clear that value for money is considered over the long-
termand wider than that for individual projects, and in particular
that any decision that would impact on our ability to compete future
requirements needs to be considered very carefully. It also emphasises
that there are a number of capabilities which for national security reasons
we would place a high priority on retaining within the UK industrial
base. The DIS builds on that policy by setting out in detail the industrial
capabilities we wish to maintain, and clarifies that these two issues are
often linked; any decision which fails to sustain a desired capability in the
UK may allect both long-term value for money and national security.

A95  Italsospecified the wider factors be taken into account, which

are declared and explained to potential bidders at the earliest opportunity.
The critical issue is that we carefully consider the potential impact on wider
national objectives before inviting industry to tender or invest significantly in
aproject (otherwise over time, industry’s confidence that our decisions will
be fair and transparent will decline, with knock-on consequences for value for
money and military capability). Consideration of wider factors applies equally
in cases where prime contractors run competitions on behalf of the MOD.

Security of supply

A9.6  We need to ensure that we can support equipment, or produce
expendables (e.g. munitions), in times of conflict (predicated on an
assumption that we understand the dependencies within the supply chain,
where in some cases we need to do further work with industry). High levels of
onshore technology and capacity may often olJer greater comfort in security
of supply and the ability to undertake modifications in response to short-term
operational demand. This applies as much to support as to initial procurement.

A9.7  The DIP emphasises that we need to be realistic about security of
supply advantages, recognising that increasing mutual reliance on security
of supply is inevitable for all nations. The weight to be put on security of
supply is a question of judgement case by case, taking into account the
risks involved (including any mitigation provided through collaborative
agreements such as the six nation European Letter of Intent Framework
Agreement and the US/UK Declaration of Principles Security of Supply
arrangement) and the cost implications. In some cases, the capability is
so significant to our overall military eCectiveness that we wish to retain it
onshore at least partly for that reason; security of supply, in terms of both
physical and intellectual resources, is often a critical factor in deciding
which capabilities must be sovereign. In most other cases, however,

we will need to balance the risk against any additional cost for onshore
supply on a case-by-case basis, taking into account value for money

and alJordability. Ininviting industry to bid against such requirements,
we need to avoid a‘UK premium’ being priced into domestic bids.
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Industrial participation

A9.8  The MOD's Industrial Participation (IP) policy can encourage
technology transfer and ensure investment in particular industrial
capabilities within the UK. Where this contributes to developing

or maintaining sovereign capabilities, IP may be a key factor in its
own right; where the benefit is of broader industrial benefit, it may
help discriminate between two otherwise similar propositions. If
however the benefit is a broader industrial one, but securing it
would involve selecting an option which was worse for Defence,
then it would need to be considered in the same way as other wider
technology and industrial capability factors. It is important that MOD
has confidence in a foreign supplier’s ability to deliver the IP olered,
so factors including the company’s past record will be evaluated.

Industrial capabilities

A9.9  We continue to recognise that there are industrial capabilities
which do not meet the strict defence criteria for sustainment but

may be desirable to retain in the UK due to the high value they

bring to the industrial economy, wherever they sit in the supply

chain. Their significance can be evaluated according to:

@ their potential in world markets where the UK may gain greater market

share;

@ the extent to which they will generate high-value added
economic activity (including its potential for attracting inward
investment and incorporation into collaborative programmes);

@ transferability into wider commercial
applications outside defence sectors;

@ impact on industrial activity regionally (including the number
and quality of UK-based jobs that are created or sustained).

A9.10  All business cases on equipment (including support business cases)
are required to have supporting sections considering industrial and regional
implications. Assessment of such factors must however recognise that
funding for such capabilities would be drawn from the defence budget.

Key Technologies

A9.11  Insome cases, key underpinning technologies are important

to maintain for national security reasons, and a number are identified in
Part B. MOD's science and technology strategy necessarily focuses the
limited research funds available on investment in technologies judged

to be of most importance for defence. These technologies will often
have potential for the wider UK science base, a base also supported
through DTI science, innovation and technology programmes, and will
change over time, sometimes rapidly. Acknowledging the relationship
between military and civilian priorities and investment strategies, in part
through an ongoing engagement between MOD and DTI, is important
both for MOD's own Technology Strategy and for formulation of the MOD
research programme and may also help identify areas for coordination
and collahoration. The interaction between military and civilian priorities
may also in some cases be relevant in other acquisition decisions.
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Export potential

A9.12  Defence exports help to maintain key industrial capabilities
during lulls in domestic demand allowing longer production runs and
reduce the share of fixed overheads on MOD programmes. They also
contribute to foreign and security policy interests. These benefits are
discussed further in chapter A6. Exports can also improve the economic
strength of the defence industry. For theses reasons, a realistic assessment
of export potential, and the benefits that might accrue (to Defence or
more widely) is made at the key decision points in MOD programmes.

Foreign and security policy interests

A9.13  Many procurement projects and collaborative ventures can be so
large in scale and political importance that they have significant implications
for these interests. Choosing whether to cooperate with a particular country
ina joint programme could have consequences for the overall bilateral
relationship and an alliance’s military capability. For example, agreeing to
cooperate in a joint programme could strengthen another country’s political
commitment to their own military’s modernisation, which we would value

as part of our broader security policy because of the greater burden-sharing
that might then be possible in future combined operations. It is usually very
di0cult to quantify foreign and security policy interests objectively and the
potential application of this heading is very wide, but they need to be assessed
and considered carefully. Given the relationship between defence and
broader security and foreign policy, a decision which is suboptimal in a narrow
consideration of the key factors may nevertheless be the best for Defence in
the round. However, the interests concerned must not be transient or trivial.

Wider MOD policy

A9.14  This covers a broad range of policy areas in which MOD Ministers,

or for some matters relating to internal and Armed Forces administration

the Defence Management Board, have chosen to constrain the Department’s
actions (legal obligations are of course ahsolute, and all business cases must
be considered for legality of the equipment including in the way we intend
that equipment to be used, but policy choices are more discretionary). For
example, to comply with MOD environmental policy, we have specified that
future tanker shipping should be double-hulled, and for safety reasons, that
future munitions should be insensitive. Given knowledge of existing policy,
options will rarely be oJered which would breach Departmental policy, except
where compliance has a significant impact on the key factors. Options that
required exclusions from existing policy would need discussion with the policy
lead for that area, and reference to Ministers and senior oCJcials as necessary.



